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Malware classification is a specific and refined task within the broader malware detection problem. Effective classification
aids in understanding attack techniques and developing robust defenses, ensuring application security and timely mitigation
of software vulnerabilities. The dynamic nature of malware demands adaptive classification techniques that can handle the
continuous emergence of new families. Traditionally, this is done by retraining models on all historical samples, which
requires significant resources in terms of time and storage. An alternative approach is Class-Incremental Learning (CIL),
which focuses on progressively learning new classes (malware families) while preserving knowledge from previous training
steps. However, CIL assumes that each class appears only once in training and is not revisited, an assumption that does not
hold for malware families, which often persist across multiple time intervals. This leads to shifts in the data distribution
for the same family over time, a challenge that is not addressed by traditional CIL methods. We formulate this problem as
Temporal-Incremental Malware Learning (TIML), which adapts to these shifts and effectively classifies new variants. To
support this, we organize the MalNet dataset, consisting of over a million entries of Android malware data collected over a
decade, in chronological order. We first adapt state-of-the-art CIL approaches to meet TIML’s requirements, serving as baseline
methods. Then, we propose a novel multimodal TIML approach that leverages multiple malware modalities for improved
performance. Extensive evaluations show that our TIML approaches outperform traditional CIL methods and demonstrate
the feasibility of periodically updating malware classifiers at a low cost. This process is efficient and requires minimal storage
and computational resources, with only a slight dip in performance compared to full retraining with historical data.

CCS Concepts: « Software and its engineering — Software maintenance tools; « Security and privacy — Malware and
its mitigation; « Computing methodologies' — Learning paradigms.

Additional Key Words and Phrases: Malware Classification, Incremental Learning

1 INTRODUCTION

The ever-evolving landscape of malware poses significant challenges for professionals and researchers in both the
cybersecurity domain [1, 17, 64] and the software engineering field [5, 10, 62]. As malicious actors continuously
craft newer and more sophisticated malware variants, traditional static detection and classification models often
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fall short, unable to adapt dynamically to these emerging threats [15, 32, 52]. In the era of rapidly advancing
digital threats, there is a pressing need for dynamic, efficient, and adaptive solutions to recognize and categorize
newly emerging malware families and adapt to shifts in data distribution within known malware families. A
commonly adopted strategy to address this evolving challenge involves periodically retraining malware classifiers
using the complete historical data repository during each update of the model [2, 8]. However, while this approach
may initially seem effective, it imposes significant training time overhead and intensifies data storage demands.
Indeed, the growing volume and complexity of accumulated data increase training time and storage requirements
substantially, leading to escalating costs and data management complexities in terms of preprocessing, analysis,
and learning iterations. Moreover, in many real-world settings, retaining historical data for full retraining is not
feasible, due to privacy protection policies, data security concerns, or storage limitations. In such contexts, the
full retraining approach, which requires access to all past data, becomes impractical if not impossible.

Class-incremental learning (CIL) has emerged as a potential solution to address these challenges associated with
continuously evolving data streams [35, 42]. At its core, CIL aims to iteratively enhance the model’s knowledge
as new classes are introduced, relying mainly on data from current classes and minimizing the dependence on
data from older classes. This paradigm ensures efficient use of computational resources and offers the potential
for timely model adaptability. However, CIL operates on the assumption that each class, or in the context of our
study, each malware family, appears uniquely in a distinct time interval, with no overlap across sequential time
intervals. The concept is that once the model is trained on a malware family, it will not be re-trained on its newly
emerged malware samples that will appear in future updates. Unfortunately, this fundamental assumption does
not align with the reality of malware evolution, which involves two types of concept drift: @ the emergence of
new malware families, and @ shifts in the data distribution of old families. Each type has its unique challenges,
and their negative impacts on the effectiveness of malware classification models are detailed in Section 6.1. A
malware family, rather than appearing in a fixed time period, often has an extended life cycle. This longevity
means that even after a model is trained on a particular malware family (included in the training data of the
current time interval), new samples from that family may appear in subsequent time intervals. Consequently,
samples from the same malware family may exhibit significant data distribution shifts across different time
periods. This complexity in malware dynamics makes conventional CIL approaches inadequate.

To address the aforementioned challenge, we introduce Temporal-Incremental Malware Learning (TIML). This
learning problem is formulated to account for the aforementioned challenge and is thus tailored to the practical
needs of evolving malware classification. TIML acknowledges the dynamic nature of malware families and their
extended lifecycles, considering the presence of these families across multiple time intervals and adapting to
variations in data distribution across instances. TIML builds upon foundational incremental learning principles,
customized to address the complexities posed by malware classification. Figure 1 provides an illustration of
time steps in the context of TIML, which depicts when the model should be re-trained. In the example depicted
in this diagram,each time step indicates the endpoint of a time interval when the model requires (re)training,
whether for initial training or due to a deterioration in performance that necessitates updates. Each time interval
corresponds to the life spans of specific malware families, highlighting the need for model updates to integrate
new malware samples and maintain robustness against evolving malware signatures.

In practical terms, the formulation of TIML allows for reasoning about efficient model updates. Indeed, it
sets constraints on the need to retain acquired knowledge and adapt it in the case of concept drift without the
need to train on the entire historical dataset. TIML therefore targets solutions that minimize resource and time
requirements, leading to models that are ready for deployment in a timely and cost-effective manner. To better
illustrate the reality of the problem, we consider a simple real-world scenario. Specifically, we assume that we
have a malware classifier trained on samples from numerous families. The classifier can indeed efficiently assign
a malware label to unseen malware samples that belong to families seen in the training process. However, after
a few months, new malware emerged (i.e., samples exhibiting the two types of concept drift), which impacted
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Fig. 1. Retraining schedule of the TIML framework, depicting he specific time steps when the model should be retrained
based on the chronological emergence of malware families.

the performance of the malware classifier. Therefore, the model needs to be retrained on these new samples to
preserve its performance. Retraining the model on the full dataset (i.e., newly collected samples and samples
previously used to train the model) is impractical as it requires huge resources and time (e.g., the retraining can
take more than one month based on our dataset). Consequently, updating the model based primarily on newly
emerged samples seems to be a suitable solution. This strategy ensures that the model update is cheap as storing
the full dataset from previous classes is not required. In addition, the training time is short, which would make
the model ready for deployment in a timely manner.

To address the TIML problem, we first adapt several state-of-the-art CIL approaches to ensure their compatibility
with this new framework, establishing them as baseline methods in our experiments. Then, we propose a
novel multimodal TIML approach to capitalize on the detailed information available in MalNet [18] images
and Malscan [61] call graphs. This dual-modality approach is designed to improve malware classification by
combining the visual cues from images with the behavioral patterns from call graphs, providing a richer context
for classifying both known and emerging malware threats with greater precision. To start our evaluation, the
prerequisite is a robust and comprehensive dataset. For that, we consider MalNet [18], which is a benchmark
dataset for malware classification containing over 1.2 million Android malware from nearly seven hundred
families. However, its current structure does not inherently meet the requirements of the TIML setting. Therefore,
we carefully organized it according to.the chronological order of the emergence of malware samples. Finally,
we conduct comprehensive experiments from various perspectives to demonstrate that TIML-based malware
classifiers can be dynamically updated with minimal storage and computational burdens. Our findings reveal
the effectiveness of both the.adapted TIML methods and our novel multimodal approach in classifying malware
families within the TIML paradigm. The results indicate a slight dip in performance during subsequent time
steps when compared. to models retrained on the entire dataset, a consequence of the limited access to historical
data. However, this decline is counterbalanced by the substantial reduction in training time and data storage
requirements that TIML approaches offer compared to the comprehensive retraining method. To illustrate, the
adapted TIML approach, “LwF with Exemplar,” showcases a notable efficiency, reducing training time and data
storage demands by 81% and 78% respectively, while only experiencing a modest 6.9 percentage points decline
in accuracy. This underscores the operational efficiency of TIML approaches, highlighting their potential for
real-world applications where resource optimization is crucial. Through these explorations, our ultimate goal is
to pave the way for more robust, adaptive, and efficient malware classification systems in an increasingly volatile
digital world.

The contributions of our study are as follows:
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We formulate TIML: Temporal-Incremental Malware Learning, an overlooked problem, which is introduced

to dynamically accommodate shifts in data distributions of malware families and to efficiently classify

emerging threats while reducing resource utilization.

e We provide a meticulously restructured million-scale dataset of Android malware tailored for the TIML
paradigm, serving as a valuable resource for future research endeavors.

e We adapt four CIL approaches to address the TIML problem. The results show that the adapted approaches
effectively classify malware families with limited resources.

e We introduce a novel multimodal TIML approach that enhances classification performance by effectively
utilizing multiple malware data modalities.

o To facilitate replication, we share the dataset and the source code with the community at the following

address: https://github.com/Trustworthy-Software/TIML

2 BACKGROUND

This section provides an overview of the context and challenges addressed in our study. We begin with a general
background discussing the role of deep learning in malware classification and the phenomenon of concept drift.
Following this, we delve into the technical background necessary for our proposed approaches.

2.1 General Background

This subsection explores the integration of deep learning techniques in malware classification and discusses the
implications of concept drift in this domain.

2.1.1  Deep Learning in Malware Classification. Our study tackles a critical issue in software engineering: the
evolution and classification of malware, a problem underscored by the dynamic nature of software threats
and the necessity for robust defensive mechanisms. In the era of advanced artificial intelligence, the software
engineering community has increasingly adopted deep learning techniques, resulting in significant advancements
across various sub-domains, including malware classification. Specifically, recent seminal works such as Meta-
MAMC [36], XMal [59], MalCertain [34], AMCDroid [38], and API2Vec++ [9] have introduced significant deep
learning innovations to tackle the challenges of malware classification. These contributions highlight the vibrant
and ongoing efforts within the software engineering community to harness deep learning for developing more
effective solutions in malware defense. Our research contributes to this ongoing trend by addressing specific
gaps and introducing novel methodologies that further enhance the capability of deep learning in the context of
malware classification.

2.1.2  Concept Drift.Concept drift represents a significant challenge in malware classification [6, 20, 30], arising
from the dynamic and evolving nature of malware threats. Conceptually, it refers to the changes in the underlying
patterns of data that models are trained to predict. In the context of malware, there are primarily two types of
concept drift:

e Emergence of New Malware Families: This type of drift occurs when entirely new categories of
malware are developed. These new families often exhibit unique behaviors and characteristics that were
not present in the training data, making them difficult for existing classifiers to detect without updates.

e Shifts in Data Distribution of Old Families: Even when the malware family remains the same, its
manifestations can evolve. This type of drift involves subtle changes in the distributions of feature vectors
of known malware families. Variations in these distributions can be due to factors like new attack vectors,
enhanced obfuscation techniques, or other evolutionary changes in malware behavior. These changes can
gradually or suddenly render previously effective detection models obsolete by altering the underlying
data patterns that the models were trained to recognize.

ACM Trans. Softw. Eng. Methodol.
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Our study is dedicated to rigorously investigating the presence and impact of these two types of concept drift
using the large-scale MalNet dataset, which contains 1.2 million real-world malware samples. This comprehensive
data set provides a solid foundation for observing and analyzing how malware evolves over time. Following our
investigation, we explore methodologies to efficiently and effectively update malware classifiers. This involves
developing strategies that not only quickly adapt to new threats as they emerge but also recalibrate the model
parameters to account for the subtle shifts in known malware distributions, thereby maintaining high levels of
accuracy and responsiveness in malware detection systems.

2.2 Technical Background

In this section, we introduce two important concepts that are integral to our proposed approaches.

2.2.1 Exemplar Set. An Exemplar Set is a key concept in incremental learning, which involves selecting a
representative subset of data from previously encountered classes to aid in the training of new models without
revisiting the entire historical dataset [11, 66]. In the context of TIML, exemplar sets play a pivotal role by enabling
the model to retain crucial information about older malware families while incorporating knowledge from newly
emerging threats, thus preventing catastrophic forgetting. To align with the terminology used in the incremental
learning literature, we refer to the process of training the model on a dataset at a specific time step as a Task.

Exemplar Set Management: With the evolving nature of the data stream, managing the exemplar set becomes
crucial. Two predominant strategies emerge in standard incremental learning [27]. Transferring to malware
family classification, we have:

(1) Fixed Exemplars Per Family: This approach maintains a constant count of exemplars for each family.
Consequently, as the number of malware families increases, the size of the exemplar set expands. However,
this leads to a linear increase in memory usage, making it unsustainable for real-world learning systems.

(2) Fixed Total Exemplars: This strategy focuses on maintaining a constant total number of exemplars across

all families. Specifically, the model allocates [% exemplars per family, where M is the fixed total number

of exemplars and |Y| represents the total number of known malware families up to the most recent task.
The [-] denotes the floor function. By standardizing the total memory used for exemplars, this approach
ensures a consistent and manageable memory footprint, addressing storage constraints effectively.

In our research, we adopt the second strategy for exemplar set management.

Exemplar Selection: Exemplars are representative instances from each known family, chosen from the entire
training set. A straightforward approach to determine the exemplars is to sample them randomly for each family,
ensuring instance diversity. In contrast, another prevalent method in standard class-incremental learning is the
herding technique [44, 57], which seeks to pinpoint the most representative instances for each class. Despite
its advantage, this approach increases computational overhead and operates on the assumption that each class
appears only once in a single time step—a premise not applicable to our TIML scenario. Consequently, we adopt
the random sampling method.

2.2.2  Loss Functions. Before discussing our adapted and proposed approaches, we first formalize the two standard
loss functions commonly used as sub-loss functions in incremental learning.

Cross-entropy loss [25], often used in classification tasks, measures the dissimilarity between the predicted
probability distribution P and the ground truth distribution Q. It is especially common in training neural networks
for multi-class classification problems. Given:

e P(y) as the predicted probability distribution,
o Q(y) as the ground truth distribution

ACM Trans. Softw. Eng. Methodol.
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The cross-entropy loss is defined as:

Lcp(P,Q) == ) 0(y) log(P(y)) (1)
y

Kullback-Leibler (KL) Divergence [33] is a measure of how one probability distribution diverges from an
expected probability distribution. It is often used in scenarios involving generative models or when comparing
two probability distributions. Given:

e P(y) as the true probability distribution,
e Q(y) as the approximate distribution,

The KL Divergence is defined as:

L1 (P1O) = ; P(y) log (%) @

3 TEMPORAL-INCREMENTAL MALWARE LEARNING

Temporal-Incremental Malware Learning (TIML) is an incremental learning problem that fits with the practical use
of evolving malware classification. We address TIML by dynamically responding to changes in data distributions
among known malware families, while also proficiently identifying and categorizing newly emerging ones. To
that end, we consider that the historical timeline of the data can be split into different time steps. A fundamental
stipulation inherited from incremental learning is the limited data accessibility for model updates; specifically, the
model training is limited to data from the current time step, supplemented by a restricted subset of samples from
previous time steps—known as the exemplar set—when applicable. Figure 2 presents an overview of the Temporal-
Incremental Malware Learning (TIML) problem formulation, with data variables detailed in the subsequent formal
definition.
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To precisely define the TIML problem, let us start by delineating a series of time steps:

T=A{T:[tot1]. o : [t,te].. .. . Ty : [ty 8], .. . Tp : [iB-1, 8]} ®3)
Here, each time period T, represented as a distinct time interval [#;_1, ], corresponds to a unique duration
for data accumulation. Training executed on the data from each time step ¢, is perceived as a distinct task. Given
a dataset S, this results in a sequence of tasks {Dl, D2 ...,Db .. .,DB}, where the subset S;, ., corresponding
to task D” encompasses n;, training instances, expressed as {(xl.b , yl’.’)}?jl. Each instance xf belongs to malware
family y; which is situated within the label space Y}, for that task. Given that malware families typically have a
life cycle, they may appear across multiple time steps. Consequently, consecutive label spaces from S, namely
{Y1, ..., Y3}, could have overlapping malware families. We give the definition of TIML at a specific time step as
follows:

DErFINITION 1. Given a specific time step Ty, (relating to the period [tp_1, tp] within T), the following components
and specifications apply:

(1) The training dataset during T;, denoted as S;, ., corresponding to task D2, is comprised of:

o Samples originating from the newly introduced malware families: Ny, ., .
o New samples from previously seen families: Oy, ,.,.

(2) The dataset S;,_,.;, encompasses instances {(xf’, yf)}?z”l, where xf’ indicates the malware feature vector and
the corresponding label yﬁ’ belongs to the label space Yy, inclusive of both old and new malware families
introduced only in current time step.

(3) For the instances contained in Ny, ,.;,, there are no overlapping malware families with the previous sequences
{Ntytys - Ny pity 1 }-

(4) Samples located in Oy, _,.;,, and originating from the same unique malware family, are expected to conform
to a distribution Fy,_ .4, (x,y). Any shift in data distribution in the current time step’s samples is observed if:

Fry ity (6,y) # Frpoyr, (30,y), where 2 < 1 < b (4)

(5) For evaluation purposes during the Ty, time step, the testing data includes samples from all tasks up to the
present: D' . (D', .. DP}. This incorporates instances from the malware families in the current time step
as well as all previously observed ones, i.e., {Es.s,, . .. ,Ey, 1, }. The overall label space is Y, =Y, U ... Y}.

Consequently, the TIML problem requires a fitted model f(x) : X — Y, which minimizes the expected risk:
[ =arg minE(x’y)ND}U_" D?I[(y # f(x)) (5)
feH

where H is the hypothesis space;1(-) is the indicator function which outputs 1 if the expression holds and 0 otherwise.
Df denotes the data distribution of task b. A good TIML model satisfying Equation 5 can discriminate all malware
families, which not only works well on new samples with two types of concept drift but also preserves the knowledge
of former samples.

Essentially, Temporal-Incremental Malware Learning (TIML) leverages training samples exclusively from the
current time step, facilitating several key functionalities: It efficiently recognizes and classifies newly emerging
malware families; it continuously adapts to distribution shifts within new samples of previously seen malware
families; and it effectively preserves the knowledge from old samples of former families that are not impacted by
distribution shifts. This paradigm requires that the model remains both current and robust, capable of handling the
dynamic nature of malware threats without the need for comprehensive retraining on historical data. Nonetheless,
in certain scenarios where more robust knowledge retention is necessary, this constraint is eased, allowing the
model to maintain an exemplar set for enhanced adaptability and learning continuity.
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4 TIML METHODOLOGY

In this section, we first provide our methodology of the data organization in Section 4.1. Then, we introduce the
adapted TIML approaches in Section 4.2. In Section 4.3, we present our proposed multimodal TIML approach.

4.1 Data Organization

Algorithm 1: Algorithm describing the dataset organization

Input: dictAppDate, dictAppFamily, timeWindow, minNbrFamiliesInTask, minNbrSamples
Output: Subsets of malware apps organized according to TIML

minDate « dictAppDate.values().min()

maxDate « dictAppDate.values().max()

tasks « 0

currentMinDate <« minDate

Function constructTask (currentMinDate, currentMaxDate):

task <« getAppsBetweenDates(dictAppDate, currentMinDate, currentMaxDate)
task «— getFamiliesOfAppsInTask(task, dictAppFamily)

familiesInTask « getUniqueFamiliesInTask(task, minNbrSamples)

return task, familiesinTask

while (currentMinDate < maxDate) do

currentMaxDate < currentMinDate+timeWindow

task, familiesInTask = constructTask(currentMinDate, currentMaxDate)

while FamiliesInTask.length() < minNbrFamiliesInTask do
currentMaxDate < currentMaxDate + 1

task, familiesInTask = constructTask(currentMinDate, currentMaxDate)
end
currentMinDate <« currentMaxDate
tasks.append(task)

end

In this section, we describe how we organize the data and find appropriate time intervals, aiming to respect the
reality of malware families’ emergence. We start by identifying the dates of the sample apps from Androzoo [4]
and arranging them chronologically. We then proceed to systematically organize the collected samples for distinct
tasks towards incrementally training the model. The general rule we use involves splitting the samples over a
period of timeWindow months, starting from the earliest date associated with our data samples.

Before moving to identify the samples for the next task, it is crucial to ensure that a minimum number of
malware families are available to train the model effectively for a given task. To this end, we use the threshold
minNbrFamiliesInTask, which dictates the minimum number of families required in a task before proceeding
to the next. If the number of families identified within a given time window is less than minNbrFamiliesInTask,
we incrementally expand the time window by one month until this requirement is met. It’s important to note
that the end date of a task becomes the start date for the next. In addition, each malware family must meet a
minimum sample threshold, denoted as minNbrSamples, to be included in the training set. A family with fewer
than minNbrSamples is not considered during training and its samples are instead included in the testing set,
labeled as “unknown”. A family is counted towards minNbrFamiliesInTask only if it satisfies the minNbrSamples
criterion.

These thresholds are essential for determining the appropriate time intervals for training tasks, given the
irregular timing patterns of malware emergence. They ensure that we collect a sufficient number of samples and
families within each interval, which is vital for optimizing training resources and maintaining the robustness of
the TIML model. Retraining the model too frequently with only a few new malware samples would be inefficient
and ineffective. This strategic approach to data collection and training ensures that our model is both efficient and
effective, capable of learning robustly from sufficiently populated data sets without the inefficiencies associated
with sparse data. We summarize our data organization method in Algorithm1.

ACM Trans. Softw. Eng. Methodol.
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4.2 TIML Approaches

In this section, we provide a formal definition of the baseline approaches considered in this study. Specifically, our
four baselines are adaptations of three class-incremental learning techniques: LwF [37], iCaRL [44], and SS-IL [3].
Due to space constraints, we focus primarily on describing the adapted approaches, with a particular emphasis
on the modifications to the loss functions.

While our manuscript centers on these loss function adaptations, it’s crucial to note that our actual adaptations
extend beyond this single aspect. These adaptations are pivotal for aligning the class-incremental learning tech-
niques with the unique requirements of Temporal-Incremental Malware Learning (TIML), effectively addressing
differences in data composition and optimizing the knowledge distillation process inherent to TIML. The choice
to focus on loss functions was strategic; these modifications encapsulate the core changes made to the baseline
approaches and are most indicative of the methodological shifts required for successful application within our
TIML framework. For full details on the original methods and broader context of the adaptations, we refer readers
to the respective foundational papers.

Algorithm 2: The general TIML algorithm

Start with:
Os: shared parameters
0,: task specific parameters for malware families introduced in old tasks
Xn, Yy training data and ground truth from the new task
Xe, Ye: exemplar data and ground truth from the old tasks (optional)

Initialize:
Y, < Model (X, 0s,0,) // compute old task output of old model for new data
6, < RandInit(|60,]|) // randomly initialize new parameters

Train:

Define Y, = Model (X, és ) // old task output of new model for new data

Define ¥, EModel(Xn,és ) // new task output of new model for new data

Define Y, EModel(Xe,és,éo) // old task output of new model for exemplars (optional)

0%, 65,05, — argmin Lrymr (Yo, Yn, Ye; Yo, Yo, Ye) /7 depends on jthe specific method
95:901971

séo
On

4.2.1 Adaptations for TIML. We now elaborate on the adaptations brought to CIL approaches in order to fit with
the TIML problem. Given a model with shared parameters 6; and task-specific parameters 6, (as shown in Figure 2),
our goal is to @ add task-specific parameters 60, for newly introduced malware families and @ learn parameters
adapted to old and new tasks, using samples and labels only from the new task (and exemplars, if applicable).
The general algorithm of TIML and the notations we will use in the following are outlined in Algorithm 2.
Particularly, the training data X, Y,, from the new task consists of two sources: @ seen malware families (i.e.,
samples belonging to malware families used to train the model in previous time steps) X,Esee"), Yn(see"), and &
unseen malware families (i.e., samples from newly emerging malware families) X,Eunsee"), Y,ﬁ”"“e”). Following
the experimental setting in MalNet [18], we employ ResNet-18 [26] as the backbone of each classifier. Note that
the malware images in the MalNet dataset are created by converting Android app bytecode into images, mapping
each byte to a pixel value.

The loss function for each baseline approach is defined as follows:

Fine-tuning: Serving as the lower bound among the baseline approaches, Fine-tuning solely utilizes new data
from the current time step and employs a straightforward loss function, namely the cross-entropy loss. Contrary
to the standard class-incremental learning scenario, we adapt Fine-tuning in the context of TIML to take into
account the newly introduced samples belonging to previously seen malware families:

L (Yo, V) = Lep(YEM, 1M 4 Lop(remseem, yiunseen)y (6)
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Full Retraining: As the upper bound, Full Retraining uses the same loss function as Fine-tuning but incorpo-
rates all historical data along with new data for training at each time step.

LwF: In contrast to Fine-tuning, LwF employs a task-specific knowledge distillation technique to retain
knowledge from prior data. Specifically, it incorporates the KL divergence as an additional loss term to ensure
the model’s output distribution remains consistent with that of previous time steps:

b-1
Liwr = LoV 1) + 40 )| Lxr (TP 1%,P7) (7)
t=1

where b is the current time step and Dy, is its corresponding task, f/o(D’ ) corresponds to the output on families
that were firstly introduced in time step ¢, and A, is a loss balance weight.

LwF with Exemplars: The original LwF methodology [37] does not incorporate exemplar data. However, in
our experiments, we observed that integrating a small amount of exemplar samples can substantially enhance its
performance. The corresponding loss function is defined as:

b-1
-[:LWF—Exemp = LCE(Yn: ?n) + -ECE(YE: }A/e) + /10 Z -[:KL(?O(Dt) ||Y0(Dt)) (8)
t=1

iCaRL: The original iCaRL [44] introduces a herding-based method for selecting highly representative exem-
plars and employs a nearest-mean-of-exemplar rule for classification, both requiring stable data distributions
across all the time steps for each family. Considering the potential shifts in malware family distributions, these
techniques are inapplicable to TIML. Consequently, we opt for a random exemplar selection strategy and a
conventional softmax-based classification approach. For knowledge distillation, we retain its overall KL loss term:

LiCaRL = -LCE(Yna ?n) + -ECE(Y& ?e) + AO'EKL(}’}OHYO) (9)

SS-IL: This approach is designed to tackle a primary cause of catastrophic forgetting: the classification score
bias introduced by the data imbalance between unseen classes and seen classes (stored in the exemplar-memory).
SS-IL [3] introduces a separated softmax output layer to.compute the cross-entropy for both seen and unseen
classes independently, coupled with a task-specific knowledge distillation similar to LwF. Under the TIML
definition, the seen malware families encompass not only those from the exemplars but also the new samples from
the current time step that belong to previously seen malware families. The resultant loss function is formulated
as:

Lss 1L :LCE((YrSseen))(Dl:Db,l)’ (}}rgseen))(Dlsz,l)) + LCE((Yn(unseen))(Db)’ (?rgunseen))(Db))
b-1
+ Lop (VPP JPPey 4203 Lin (3P0 11vsP) (10)

t=1

4.3 Multimodal TIML

In our study, we focus on two primary malware features: bytecode images and graph centrality vectors. While each
offers unique insights, previously adapted TIML methods were limited to using only one type of feature. However,
we observed that combining these features could significantly enhance our understanding and performance in
malware classification within the TIML framework. Consequently, we introduce a multimodal TIML approach
that integrates both features, aiming for superior performance by leveraging the complementary strengths of
bytecode images and graph centrality vectors.

The core motivation for adopting a multi-modal approach stems from the need to enhance the performance
of TIML by enabling a more comprehensive understanding of malware behaviors. This is especially crucial in
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TIML settings where the available training samples are significantly fewer than in full retraining scenarios.
Maximizing the informational yield from each sample is essential to maintain robust model performance despite
reduced training volumes. Our choice to combine bytecode images and function call graphs is driven by their
complementary nature in representing malware characteristics:

e Bytecode Images: These provide a visual representation of the binary structure of the malware, offering
insights into the compiled code without executing the malware. This modality helps in capturing structural
patterns that are indicative of malicious intent or behavior.

e Function Call Graphs: These graphs map out the relationships and interactions between different
functions within the malware code, offering a detailed view of the execution flow and potential points of
malicious activity.

By combining these two modalities, our model benefits from a holistic view of each malware sample, leveraging
structural insights from bytecode images and behavioral insights from function call graphs. This comprehensive
input is designed to mitigate the impact of having fewer samples by enriching the information the model can
learn from each individual sample.
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Fig. 3. llustration of our proposed multimodal TIML approach.

4.3.1  Overview. As depicted in Figure 3, our multimodal TIML approach begins by extracting two primary
features from each APK: the bytecode image and the centrality vector from the function call graph. Following the
methodology outlined by MalNet [18], bytecode is extracted from the DEX files within the APK and converted
into an image. The conversion is performed by mapping each byte in the DEX files to a corresponding pixel value
in the image. Simultaneously, we utilize Malscan [61] to derive the centrality vector, which captures the critical
interaction points within the function call graph.

Each of these features undergoes a separate but specialized processing pathway using custom feature extrac-
tors designed to produce high-level embeddings. The centrality vectors, comprising various base features, are
particularly refined through a novel attention mechanism. This mechanism leverages the image embeddings
as a guide, enhancing the focus on essential features within the vector that are most indicative of malware
characteristics. This process is crucial as it allows for the centrality vector to be dynamically adjusted based on
the insights provided by the visual patterns observed in the bytecode images.
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The final stage of our approach involves the integration of these processed embeddings. As illustrated in
the central portion of Figure 3, embeddings from both the bytecode image and the graph centrality vector
are fused together. This fusion occurs in a fully connected layer designed to consolidate and capitalize on the
complementary strengths of both modalities, enabling a more robust classification of the malware family. The
integrated embeddings are then used to classify the APK into one of the known malware families.

4.3.2  Model Architecture. In the adapted TIML model architecture, ResNet-18 [26] is employed as the primary
feature extractor, originally designed for real-world image classification within CIL methodologies. Recognizing
the distinct characteristics of malware data, specifically bytecode images and graph centrality vectors, which
lack the spatial and semantic depth of natural images, we opt for a more tailored, lightweight backbone in our
multimodal TIML approach. This customized approach includes three 2D convolutional layers (kernel size=5,
padding=2) for bytecode images, and three 1D convolutional layers (kernel size=7, padding=1) for graph centrality
vectors, each followed by a linear layer to manage embedding dimensions.

The attention module plays a pivotal role, in processing the embeddings from both modalities. It adjusts the
image embeddings for compatibility and computes attention weights by assessing the importance of different
parts of vector embeddings relative to the overall guidance (i.e., image embedding). These weights are crucial
for focusing the model’s attention on the most pertinent data features. Subsequently, the module applies these
weights to the vector embedding, yielding an “attended” vector that highlights information vital for malware
classification, alongside the attention weights for further attention distillation in the training phase. Finally, we
fuse the attended vector embedding with the image embedding through element-wise addition, directing the
combined output to a fully connected layer for the ultimate task of malware family classification. This architecture
leverages the distinct strengths of each data modality while ensuring a focused, efficient approach to malware
identification.

4.3.3  Loss Function. The loss function for our multimodal TIML model is composed of three segments: cross-
entropy for learning from new malware instances, task-specific KL divergence for distilling knowledge from
prediction logits, and standard KL divergence to maintain attention-weight consistency. This comprehensive loss
function ensures balanced learning and knowledge retention across updates and is defined as:

b-1
Lum-rime = Lop(Ya¥n) + Lo (Yo, Vo) + 20 Y| L (TP N1YP0) + 4 L WP WPy (1)

t=1

where W(P*) is the attention weights of old model on new data, i.e., Matrix;_; in Figure 3, and w 1) is the
attention weights of new model on new data, i.e., Matrix; in Figure 3.

5 STUDY DESIGN

In this section, we first overview the research questions. Then, we present the details about the dataset and
empirical setup. Last, we define the metrics we use for evaluation.

5.1 Research Questions

In this study, we aim to investigate the following research questions:
RQ1 Is concept drift a significant factor affecting malware classification?
RQ2 How well do TIML approaches perform in malware classification?

RQ3 How resilient are TIML approaches to catastrophic forgetting?
RQ4 How effectively do TIML approaches optimize resource utilization?
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5.2 Dataset Description

We conducted our experiments on the MalNet dataset [18], which is uniquely suitable for our study’s objectives.
MalNet contains over 1.2 million malware images, originally sourced from AndroZoo [4], with each app’s bytecode
converted into colored images of size (256, 256). This dataset encompasses 696 malware families, labeled based
on analyses from VirusTotal [54] and Euphony [29]. Euphony takes ViruTotal report containing up to 70 labels
across a variety of antivirus vendors and unifies the labeling process by learning the patterns, structure, and
lexicon of vendors over time. Importantly, MalNet covers a substantial time span of 10 years, providing essential
temporal data that is critical for analyzing the evolution of malware threats.

The choice to exclusively utilize MalNet was driven by its comprehensive scale and depth, containing signifi-
cantly more malware samples and families compared to other available datasets. For instance, when compared to
Virus-MNIST, the next largest public dataset, MalNet offers approximately 24 times more malware samples and
nearly 70 times more families. Furthermore, unlike Virus-MNIST, MalNet includes vital temporal information,
such as the emergence dates of malware instances, making it the only dataset we identified that meets all critical
requirements for Temporal-Incremental Malware Learning (TIML): large scale, extended duration, and detailed
temporal information. These features make MalNet indispensable for studying the TIML problem effectively.

In our quest for a more comprehensive performance evaluation, we have also relied on the MalScan [61]
features that we extracted from the same applications in the MalNet dataset. MalScan considers the function call
graph of Android apps as a social network to conduct a centrality analysis on the graph. We rely on the concatenate
feature type of MalScan as it includes the concatenation of its four base features: degree, katz, closeness, and
harmonic. In our novel multi-modal TIML approach, we utilize concatenated long vectors as input for MalScan.
However, since the four adapted TIML approaches were originally designed to take only images as input, we
follow previous work [60] that converted MalScan feature vectors to images, allowing us to use the same model
architecture for MalNet images. Since MalScan feature vectors have a size of 87 944, we pad them with zeros and
convert them to images of size (176, 176).

Since some approaches make use of exemplars to not forget the knowledge learned from previous tasks, we
rely on the Fixed Total Exemplars technique as we explained in Section 2. Specifically, we set M to 10 000, which
means that the total number of exemplars we keep from previous tasks cannot exceed 10 000.

5.3 Empirical Settings

All of our experiments are conducted on MalNet and MalScan features, and our experimental configuration is
derived from thorough and comprehensive experimentation. We set our dataset organization thresholds, i.e.,
timeWindow, minNbrFamiliesInTask, and minNbrSamples, to 4, 4, and 20 respectively, based on the constraints
described in Section4.1. Note that these parameters are the inputs of Algorithm 1, meaning that a time window
can be 4 months or more, depending on the output of Algorithm 1 (which, as a reminder, can incrementally
extend a time window if there are not enough malware samples and families - cf. Section 4.1). Moreover, these
thresholds ensure that there are a minimum of 4 families per task and that each family has at least 20 samples.
After identifying the malware families in a given task, we systematically divide the samples of each family
into training (80%) and test (20%). In the preliminary study phase, 70% of the training portion is used for actual
training, while the remaining 10% is allocated as the validation set. This is done to fine-tune the hyperparameters
and prevent overfitting. In the second phase, where we perform the final evaluation on the full dataset, we
use the entire 80% training portion for training without reserving any validation set, as the hyperparameters
have already been optimized. This structured division ensures robust training during the preliminary phase and
maximizes the use of data during the final evaluation phase. Moreover, a portion (20%) is always reserved as a
test set. This strategy enables the evaluation of TIML’s performance on unseen samples, allowing us to assess
the model’s effectiveness in recognizing new, previously unseen malware instances within the same time frame.

ACM Trans. Softw. Eng. Methodol.



14 « Sun and Daoudi, et al.

The randomness in our evaluation arises from the use of random seeds. To mitigate potential biases and ensure
robustness, we conduct each experiment five times with different seeds and report the average results. We provide
statistical analysis in the Appendix. This method is in line with general practices in the literature and helps
stabilize the evaluation metrics.

It is imperative to note that families comprising fewer than 20 samples within a specific task will be uniformly
integrated into the test set and assigned the categorical label “unknown”. Since these families are not included in
the training, the malware classifier does not learn their characteristics. Consequently, we consider two evaluation
scenarios: @ we test the malware classifier only on the families that have been learned during training, which
implies removing the “unknown” families in this case. We refer to this scenario as unknown families excluded.
® we consider the “unknown” families as new emerging malware families since only a few of their samples
are available. In this case, they are not well-established families and are treated as the other samples in the
test. Assuming that the labels of all the samples in the test set are known, the malware classifier is expected to
incorrectly classify these unknown samples into a known malware family. We refer to this scenario as Unknown
families included.

Each adapted TIML approach employs ResNet-18 [26] as the foundational network architecture for the classifier,
whereas the proposed multimodal TIML approach incorporates the newly designed simple backbone outlined in
Section 4.3.2. We train the models using a learning rate of 1e-4 and a number of epochs equals to 100. For the
case of SS-IL, we trained it for 150 epochs as it used a lower learning rate of 1e=5 in the original setting. We set
the batch size to 128 and the weight decay to 1e-4. All the experiments were conducted on a single Tesla V-100
GPU with 32GB of memory on an NVIDIA DGX Station. For more details about our implementation, please refer
to our replication package.

5.4 Evaluation Metrics

An approach that addresses the TIML problem is effective when it ensures that the amount of resources needed
to achieve standard performance is limited. The goal of our evaluation is therefore to assess the extent to which
TIML approaches can reduce resource utilization (i.e., training time and data storage) while achieving high
performance (i.e., accuracy and forgetting score).

The Average Training Time: It measures the average duration required to train the model for each time step.
It is defined as follows:

T
1
Avg.T.Time = = » d, 12
vg ime T; f (12)

where d; indicates the duration of training at the current time step.

The Maximum Data Storage: To assess the data storage, we consider the Maximum Data Storage across all
time steps, taking into account that storage space can be reused across different time steps. We formalize it as
follows:

Max.D.Storage = max_ (s; +e;), (13)
te{1,...,T}

where s, represents the storage space of training data and e; corresponds to the storage space of exemplar data at
each time step:

We conduct the performance evaluation of the various approaches using Mean Accuracy and Average Forgetting
metrics that are widely recognized in incremental learning research.

Mean Accuracy: It represents the cumulative average testing accuracy across all malware families encountered
up to the current time step, and is mathematically defined as follows:

T
1
MeanAcc. = = , 14
eanAcc T;at (14)
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where a; denotes testing accuracy of all seen malware families until the current time step t.

Average Forgetting: It serves as a metric to quantify the degree of catastrophic forgetting of previously
acquired knowledge over time. Catastrophic forgetting is a phenomenon where a model, much like humans, loses
previously acquired knowledge. This occurs when the model is trained on new data and consequently forgets
what it had learned from older data. This is a crucial issue in incremental learning, as it limits the model’s ability
to adapt to new information without losing existing knowledge. Addressing catastrophic forgetting is essential
for developing models that can effectively learn and evolve over time in dynamic environments. The average
forgetting score is formalized as:

T
Avg.Forget. = —— e max ari—azi)), 15
g.Forg DG 2 s (e = au) (1)
where a.; is the testing accuracy on evaluation data of 7-th time step.

6 EXPERIMENTAL RESULTS
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Fig. 4. Distribution of newly emerging malware families across 6-month time steps.

In this section, we present the evaluation results of the different approaches based on two malware features,
i.e., bytecode image and graph vector. Explicitly, we name the features the same as the names of the approaches,
i.e., MalNet [18] and MalScan [61]. This section also answers our research questions.

6.1 RQ1 Is concept drift a significant factor affecting malware classification?

Incremental learning starts gaining attention and significance in malware classification due to the high cost of
model retraining, which is required to tackle the concept drift of malware over time. Concept drift can affect the
performance of a model that was trained on older data, making it less effective in identifying new or evolved
malware samples. Therefore, with the first research question, we seek to rigorously investigate the presence and
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impact of concept drift using the large-scale MalNet dataset that contains 1.2 million real-world malware. This
analysis will support our primary motivation for the exploration of Temporal-Incremental Malware Learning.

We identified two primary forms of concept drift over time: @ the emergence of new malware families, and @
shifts in the distribution of old families. Specifically, we first obtained the emergence date from AndroZoo [4]
for each malware instance. We then identified the date of the first malware sample within each family as the
emergence date for that family. Using this method, we calculated the number of new malware families that
emerged each half-year. As depicted in Figure 4, new malware families have been consistently emerging each
year since 2009, which follows the inaugural year of Android. A noticeable increase in new families occurred
between 2011 and 2012, which is consistent with the peak popularity of the Android platform. The emergence of
new families forces the updating of existing classification models to maintain their performance. Concurrently,
our analysis indicates that individual malware families exhibit longevity and persist for several years. Figure 5
illustrates the lifespan of the 20 largest malware families, based on the number of samples, providing valuable
insights into their respective life cycles. This phenomenon of enduring presence is also observable in the vast
majority of other malware families, raising an important question: Do the distributions of malware samples within
existing families change over time? In other words, does a classifier’s performance degrade when encountering
new instances from families it was previously trained to recognize?
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Fig. 5. Life span of the 20 largest malware families, showing their emergence and last-seen dates over time.

We conduct an experiment to examine the distributional shifts within malware families over time. To this end,
we train a model on samples from eight malware families that appeared before 2012 and subsequently test it
on samples from the same families but emerging between 2012 and 2017. This experimental setup allows us to
directly observe the changes in malware characteristics over time. As depicted in Figure 6, we notice a consistent
decline in mean accuracy when applying the model to newer samples, using two distinct input features—MalNet
and MalScan. This decline demonstrates what we refer to as “temporal evolution” within malware families.
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Specifically, the term describes how malware samples, even from the same families, exhibit shifts in their feature
distributions over time, rendering models trained on earlier data less effective at recognizing newer variants. This
phenomenon not only confirms the existence of temporal evolution but also underscores the necessity for our
research into Temporal Incremental Malware Learning (TIML). Our TIML approaches are specifically designed
to adapt to these temporal shifts, enabling the malware classification model to incrementally update itself and
thereby reduce retraining costs while maintaining high levels of accuracy. Further elaboration on our methods
and their implications in addressing these challenges is detailed in the answers to subsequent research questions.
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Fig. 6. Performance drop curve of models trained on malware families appeared before 2012 and evaluated on samples from
the same families but appeared after 2012.

RQ1 Answer: Concept drift negatively impacts the predictive capabilities of malware classification models,
confirming that it is a significant factor in malware family classification.

6.2 RQ2 How well do TIML approaches perform in malware classification?

In this section, we first introduce a preliminary study that we conducted to validate our hypothesis that con-
ventional CIL methods fall short within the TIML framework. This investigation underpins the imperative
for developing tailored TIML strategies. Subsequently, we evaluate the performance of the four adapted TIML
methods and our newly developed multimodal TIML approach.

Table 1. Comparison of accuracy between the adapted TIML approaches and their original CIL counterparts.

Method Adapted TIML Accuracy CIL Accuracy

LwF 49.68% 27.99%
iCaRL 58.15% 23.13%
SS-IL 54.58% 21.65%

6.2.1 Preliminary Study. In our preliminary investigation, we utilized the official small version of the MalNet
dataset, which comprises 87 430 malware samples. This exploratory phase was crucial for assessing the viability
of CIL methods within the TIML framework. Our findings are significant, highlighting marked improvements
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in the performance of various TIML adaptations compared to their CIL counterparts. Specifically, as shown in
Table 1, the adapted TIML version of LwF demonstrated an accuracy of 49.68%, markedly superior to its CIL
version of 27.99%. Similarly, the adapted TIML version of iCaRL achieved an accuracy of 58.15%, a substantial
improvement over its CIL version of 23.13%. Lastly, the adapted TIML version of the SS-IL method showed an
accuracy of 54.58%, significantly outperforming its CIL version of 21.65%. These results underscore the potential
benefits and necessity of developing specialized TIML approaches, as traditional CIL methods may not fully
leverage the dynamics and challenges inherent in the TIML paradigm.

6.2.2  Performance Analysis of TIML Approaches. We first include three baseline TIML approaches. The Random
Prediction model serves as our foundational baseline, where a family label is attributed to a malware sample based
purely on randomness. Any approach surpassing the Random Prediction model in terms of accuracy indicates
its capability to grasp the temporally incremental knowledge of evolving malware. Fine-tuning is a prevalent
choice for model updates. In this method, only newly emerged data from the current time step is employed to
fine-tune a model originally trained on older data. Given its narrow data scope within the TIML setting and the
absence of tailored techniques for the TIML challenges, we consider it as a lower-bound approach. Conversely,
the Full Retraining strategy makes use of the entire data seen up to the current time step, establishing itself as an
upper-bound approach. The objective of the adapted TIML approaches and our new multimodal approach is to
get the performance closer to Full Retraining while primarily relying only on the data from the current time
step, similar to the Fine-tuning method, but potentially augmented with a minimal set of exemplar samples from
previous data.

Table 2. Performance comparison of different approaches based ontwo input features: MalNet and MalScan.

Unknown families excluded Unknown families included

Mean Accuracy (%) Average Forgetting Mean Accuracy (%)
Approach MalNet. MalScan = MalNet MalScan MalNet MalScan
Random Prediction 1.72 172 - - 1.28 1.28
Fine-tuning * 51.63 64.66 13.25 18.59 3546 4143
LwF 52.82 65.69 12.48 18.09 37.86 45.67
SS-IL 51.73 67.14 8.24 8.73 35.10 42.30
iCaRL 53.57 68.57 8.79 8.57 36.17 44.34
LwF with Exemplars 56.28 69.74 8.07 8.13 39.53 44.95
Full Retraining * 63.23 75.08 - - 45.35 5491
MM-TIML 70.53 7.66 45.08

* Fine-tunning and Full Re-training are referred as Lower and Upper Bound, respectively.

Table 2 provides an overview of the performance comparison among the various approaches based on two
input features (i.e., MalNet and MalScan), in which the Mean Accuracy is an average value across all time steps.
Specifically, we report the results for the two scenarios we introduced in Section 5.3, which aim to evaluate the
performance of the studied approaches in the absence and presence of “unknown” families.

From Table 2, we observe that Random Prediction has a very low performance which offers insight into the
inherent complexity and difficulty of the TIML problem. TIML approaches strive to bridge the performance
gap between Fine-tuning and Full Retraining, aiming to achieve performance levels closer to Full Retraining
while utilizing a constrained amount of historical data as fine-tuning does. The results in Table 2 show that the
adapted TIML approaches indeed report a good performance in classifying malware families. As we can see,
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MalScan’s graph vectors demonstrate greater effectiveness than MalNet images, thus our MM-TIML positions
the lower bound and upper bound of MalScan as the performance boundaries. Especially, LwF with Exemplars
stands out with the highest Mean Accuracy compared to other adapted TIML methods. Notably, our newly
proposed multimodal TIML approach (i.e., MM-TIML) significantly outperforms all the single-feature-based
methods. This success can be attributed to its innovative integration of diverse data modalities, which provides
a more holistic understanding of malware characteristics. This trend is further confirmed by Figure 7, which
illustrates the performance evolution of each approach across individual time steps. In the first time-steps, the
performance of these TIML approaches was very close to the Upper Bound. In the last time-steps, we observe
that the performance has slightly decreased for the TIML approaches compared to the Upper Bound, which
is justifiable given that they do not have access to data from previous time-steps. Specifically; as depicted in
Figure 7, the SS-IL exhibits subpar performance during the majority of the initial time steps. This is primarily due
to the fundamental assumption underlying its original version, which assumes that the training samples of older
malware families within each time step are solely derived from exemplars. However, this assumption does not
align with the realities of the TIML scenario. Consequently, the adaptation process is unable to fully capitalize on
the strengths of its original design.

Finally, we highlight that the performance of Temporal-Incremental Malware Learning (TIML) approaches
should be understood within the specific context of incremental learning, which inherently utilizes significantly
limited data for retraining the model. Comparing TIML performance to Full Retraining may initially suggest a
drop in accuracy; however, such comparisons do not account for the operational constraints inherent to TIML. Full
Retraining, representing an ideal upper bound, is often impractical due to data retention constraints such as privacy
policies, data security, or storage limitations, especially in real-world settings where retaining comprehensive
historical data is not feasible. In contrast, TIML approaches, requiring only current data increments, offer a more
viable and often the only feasible option. Our evaluations demonstrate that TIML approaches not only adapt
effectively within these constraints but also underscore the importance of this research direction, encouraging
further investigation and advancements in this field.
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Fig. 7. Performance curves of various approaches across consecutive time steps.
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RQ2 Answer: TIML approaches maintain strong performance in classifying malware families, despite a
slight decrease compared to full retraining. This performance dip is primarily due to TIML’s limited access
to historical data, aligning with its design to operate effectively under practical constraints where extensive

data retention is not feasible.

6.3 RQ3 How resilient are TIML approaches to catastrophic forgetting?

In this section, we explore how the TIML approaches deal with catastrophic forgetting, specifically assessing how
they retain or lose knowledge learned from previous instances over time. As outlined in Section 5.4, the Average
Forgetting score is employed to estimate the magnitude of catastrophic forgetting. The overall average forgetting
score for each approach across all time steps can be found in Table 2. We also report the detailed forgetting scores
across individual time steps in Figure 8. For the case when “unknown” families are included, it is meaningless to
calculate the forgetting score since its value is zero for the “unknown” families. In instances where the forgetting
score is low, it is crucial to note that the model effectively retains knowledge from historical data. Conversely, a
high forgetting score indicates the model’s difficulty in recalling information from preceding time-steps. The zero
forgetting score on “unknown” families is misleading as it suggests that the model-does not forget the knowledge
from the “unknown” families even though these families were not included in the training. Consequently, the
forgetting scores are omitted when the “unknown” families are included.

It is worth mentioning that the Random Prediction method derives its results purely from randomness; without
any data training, there is no acquired knowledge to forget. In contrast, the Full Retraining approach, considered
as the upper bound, utilizes all historical data in every time step. This comprehensive data usage allows it to
continually revisit previously learned knowledge, ensuring no‘information loss. As a result, measuring its degree
of catastrophic forgetting is irrelevant. Therefore, the forgetting scores for these two baselines are omitted.
We note that a low forgetting score does not necessarily imply a high Mean Accuracy. “Forgetting” primarily
focuses on the performance related to old samples, overlooking the samples newly introduced in the current step,
while accuracy evaluates the classifier’s performance on all samples accumulated up to the current time step.
Furthermore, forgetting score, being a relative metric underscores the difference between old and new accuracy
but is unable to offer insights into the absolute accuracy levels.

Overall, the forgetting scores for the studied approaches are continuously increasing. We observe that the four
approaches: LwF with Exemplar, iCaRL, SS-IL, and MM-TIML exhibit a decreasing trend in forgetting up to step
4. This is largely attributed to the exemplar set that encompasses nearly all historical data during these steps. We
also observe that our proposed MM-TIML depicts the lowest forgetting scores compared to the other baselines.
The Lower Bound, as expected; has the highest forgetting score as it does not employ any mechanism to retain
previous knowledge.

RQ3 Answer: TIML approaches exhibit signs of forgetting, with our proposed MM-TIML demonstrating
the strongest retention of previous knowledge.

6.4 RQ4 How effectively do TIML approaches optimize resource utilization?

Having explored the evolution of malware over time and the performance of our TIML approaches in previous
sections, we now delve into the resources saved by these methods. This analysis is pivotal for justifying our initial
motivation and affirming the added value of these approaches. We focus on two primary metrics: computational
efficiency, represented by training time, and maintenance cost, quantified by data storage space. We report their
values in Table 3 and illustrate the evolution of these two metrics for each approach across time steps in Figure 9.
Particularly, the storage curves of lower bound and LwF are overlapped as they only use the same newly added
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Fig. 8. Forgetting curves of various approaches across consecutive time steps.

data at each step; LwF with Exemplar, iCaRL, and SS-IL are overlapped as they use both the same new data and
the same exemplars.

Table 3. Resource cost of different approaches based on two input features: MalNet and MalScan. Note: A. Time = Average
Training Time, T. Time = Total Training Time, D. Storage = Maximum Data Storage.

A. Time (H) T. Time (H) D. Storage (G)
Approach MalNet  MalScan MalNet MalScan MalNet MalScan
Fine-tuning * 11.80 4.99 188.80 79.84 10.78 7.32
LwF 11.44 5.90 183.04 94.40 10.78 7.32
SS-IL 20.63 11.95 330.08 191.20 13.04 8.09
iCaRL 14.84 7.05 237.44 112.80 13.04 8.09
LwF with Exemplars 12.91 8.85 206.56 141.60 13.04 8.09
Full Re-training * 67.52 27.59 1080.32  441.44 58.33 36.22
MM-TIML 12.63 202.08 21.13

* Fine-tunning and Full Re-training are referred as Lower and Upper Bound, respectively.

Overall, the training time and the data storage of TIML approaches are significantly lower than the Upper
Bound. For instance, in the case of MalNet features, the Upper Bound requires a total training time of 1080.32 (H)
(i-e., 45 days) while MM-TIML only needs 202.08 (H) (i.e., 8.4 days) to finish the training process. Additionally,
to store the training data, the Upper Bound requires maximum data storage of 58.33 (GB) compared to 21.13
(GB) for MM-TIML. As the MM-TIML incorporates both modalities, it shows a modest result in data storage
requirements compared to the methods based on a single modality. Despite it is not the most efficient way for the
storage requirement, it only consumes approximately 36.22% of what Upper Bound needs, which indicates that
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Fig. 9. Training time and data storage comparison of different approaches, based on MalNet.

our strategy balances enhanced malware learning capabilities with efficient use of storage resources. The results
in Figure 9 also show how fast the training time and storage of the Upper Bound is growing compared to TIML
approaches. This pattern suggests that the gap between the training time and storage required for the Upper
Bound and TIML approaches will be larger and larger when updating the model in future time-steps.

RQ4 Answer: TIML approaches require significantly lower training times and data storage compared to
the Upper Bound, with the observed trendindicating a widening gap over future model updates.

7 RELATED WORK

In this section, we delve into the foundational literature underpinning our study. We begin with a review of
incremental learning, the central concept of our research. Subsequently, we explore the works focused on malware
classification. Last, we present state-of-the-art works that have tried to integrate incremental learning techniques
within the realm of malware classification.

7.1 Incremental Learning

In traditional deep learning [26, 28, 50, 51, 53, 65], precollected datasets are predominantly used. With the
emergence of streaming data, there are inherent challenges such as storage constraints [23, 24], privacy issues [7,
11], and elevated re-training costs [13, 19]. These challenges underscore the necessity for the development of
Incremental Learning (IL) strategies, which accommodate dynamic and evolving data sources while minimizing
the storage and computational overhead. A central challenge in IL is “catastrophic forgetting”, where training on
only new data might overwrite previous knowledge.

Incremental learning can be broadly categorized into three types, as discussed in various literature sources [11,
66]: Class-Incremental Learning (CIL), Domain-Incremental Learning (DIL), and Task-Incremental Learning (TIL).
Among these, CIL has been the most extensively explored type [3, 14, 31, 40, 41, 44]. As a revolutionary CIL method,

ACM Trans. Softw. Eng. Methodol.



Temporal-Incremental Learning for Android Malware Detection « 23

“Learning without Forgetting” (LwF) [37] addresses catastrophic forgetting through knowledge distillation,
allowing for the integration of new classes into models while preserving previously acquired knowledge. This
avoids the dependence on the original dataset and mitigates the cost of retraining. Following LwF, iCaRL [44]
pioneered the trend towards exemplar-based methods, which soon gained widespread popularity. It introduced
an exemplar-based methodology, employing nearest-mean-of-exemplars for classification and representation
learning. Following on this direction, PODNet [14] introduced a distillation-based strategy that relies on spatial-
based loss to curb representation forgetting. Meanwhile, SS-IL [3] identified that over-reliance on pure softmax
can skew predictions in CIL. To address this, they introduced the Separated Softmax layer, which yielded
significant improvements in performance. Recently, AFC [31] presented an innovative regularization technique
for knowledge distillation. Their method prioritized the preservation of crucial features, ensuring minimal changes
while assimilating new classes.

In the context of incremental learning, a “task” refers to a distinct learning objective or problem, often
characterized by a unique set of classes or data distributions. TIL shares similarities with CIL in terms of managing
newly arriving classes in tasks. The key difference manifests during the inference phase: While CIL requires
classification across all classes, TIL restricts classification to the classes within the pertinent task, eliminating
the need for cross-task discrimination. This makes TIL a more streamlined version, often seéen as a subset of
CIL [11, 66]. On the other hand, DIL is tailored for situations characterized by concept drift or distribution
changes [19, 39, 55]. In these cases, new tasks come from varied domains but retain a consistent label space. Some
DIL strategies [16, 56, 63] take inspiration from CIL methodologies. Since our TIML approaches primarily derive
from CIL methods, we opt not to delve further into the details of TIL and DIL in this section.

7.2  Malware Classification

A comprehensive understanding of malware classification is essential to advance the field of Android security,
particularly through the application of Temporal-Incremental Malware Learning. This section explores the
significant challenge of not only detecting but accurately, categorizing malware into specific families, which
is critical for deploying effective, targeted responses against various types of malware threats. In the field of
Android security, malware detection and malware families are two critical challenges. Malware detection [5, 10,
21, 47-49] focuses on distinguishing malicious Android applications from benign ones. In contrast, malware
family classification categorizes these detected malware based on shared characteristics or operational behaviors.

In this section, our spotlight is on malware family classification, given its pertinence to our work. Over the years,
several strategies have emerged to classify Android malware into distinct families. DroidSieve [46] integrates
static features such as Certificates and Permissions, utilizing the Extra Tree algorithm [22]. Andro-Simnet [32]
delves into hybrid features like API call sequences coupled with Permissions and further enhances it through
Social Network analysis. DroidLegacy [12], on the other hand, bases its classification on API call-based signatures.
Recently, there has been a shift towards leveraging image representations of bytecode for malware family
classification [15, 52]. As an illustrative example, sections of the DEX file have been transformed into images,
enabling the extraction of nuanced texture and color features [15]. These features, combined with plain-text
traits, are subsequently processed by a multiple kernel learning classifier. In the same direction, MalNet [18]
database has been released, which is a collection of over 1.2 million malware images spread across 696 families,
which indeed facilitates future research in the realm of malware classification.

7.3 Incremental Learning in Malware Classification

The application of incremental learning to malware classification remains underexplored, and no comprehensive
studies have addressed this topic. A critical limitation in the existing related studies is their inability to emulate
real-world malware evolution, given their simplified and unrealistic assumptions. For instance, some studies relied
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on a standard Class-Incremetal Learning (CIL) assumption. Li et al. [35] devised a CIL methodology based on
multi-class SVM [58], and tested its efficacy on a small dataset. Compared to TIML, this approach does not utilize
deep learning models, which are crucial for effectively implementing knowledge distillation—a key component of
incremental learning. Moreover, their evaluation was limited to small datasets, insufficient to fully explore the
complexities and evolving nature of malware threats. Qiang et al. [42] introduced a few-shot learning approach
under the CIL assumption, facilitating the dynamic adaptation of pre-trained models to previously unknown
families with minimal samples. While their method addresses the challenge of learning from limited data, it
does not account for the distribution shifts in malware feature vectors within the same malware families, which
is a critical aspect of what TIML effectively manages. Renjith et al. [45] investigated incremental learning for
on-device Android malware detection. However, their study was limited to binary classification (i.e., predicting
whether a given app is malware) and their dataset was not organized in temporal order, failing to capture the
real-world evolution of malware.

Rahman et al. [43], in their attempt to explore three different IL scenarios, faced bottlenecks in performance due
to various limitations. For instance, their emulation of CIL involved a straightforward addition of new malware
classes in successive steps, without taking into account the authentic lifecycle of malware in the real world.
Furthermore, their reliance on basic ML features to train DL models on limited datasets (in the order of thousands)
inevitably hindered the capabilities of the DL models and the potential of IL techniques. Recently, Chen et al. [8]
delved into continuous learning applied to malware detection, addressing the concept drift issue prevalent in
Android malware classifiers. They focus on reducing human efforts in the process of labeling emerging malware
by selecting representative samples with their techniques. However; they still need to retrain the classifier on the
full historical dataset. In contrast, TIML aims to retrain the classifier using only new malware without a historical
dataset to reduce the training and storage resources.

8 CONCLUSION

The continuous evolution of Android malware makes the development of effective classification models crucial.
After training, malware classifiers must be regularly updated to address concept drift. However, this updating
process is resource-intensive, requiring significant storage and time. In this work, we introduced Temporal-
Incremental Malware Learning (TIML) and corresponding approaches for incrementally updating malware
classifiers. These methods effectively classify emerging malware families while adapting to the evolving data
distributions of existing families. TIML approaches primarily leverage current data samples to update classifiers,
reducing resource consumption. We adapted CIL approaches within the TIML framework and proposed a novel
multimodal TIML approach to further enhance classification performance. Our results demonstrate that training
classifiers under TIML achieve promising performance while significantly lowering time and storage requirements.

Additionally, TIML’s potential extends beyond the Android platform. Its effectiveness in other contexts
depends on access to large-scale, chronologically ordered datasets and the development of representation learning
techniques suited to the specific software characteristics of each platform.
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APPENDIX

Hyper-parameter Sensitivity

Table 4. Summary of experimental results displaying the impact of varying mini batch sizes, learning rates, and weight
decay settings on mean accuracy of model LwF.

Exp Index Mini Batch Size Learning Rate Weight Decay ~Mean Accuracy (%)

0 128 1x 1074 1x1074 49.68
1 128 1x1074 1x1073 47.18
2 128 1x1073 1x1074 42.76
3 128 1x107° 1x1074 48.22
4 256 1x1074 1x1074 48.38

During the preliminary study presented in Section 6.2.1, we conducted a comprehensive analysis of various
hyper-parameters using the same dataset to ascertain their optimal combination for the models’ performance. In
this section, we provide detailed empirical experimental results and our findings from these investigations.

We initially used the Learning without Forgetting (LwF) to establish three fundamental hyper-parameters:
mini-batch size, learning rate, and weight decay. As all the baseline approaches utilize the same backbone
architecture (i.e., ResNet-18) and operate within the same incremental learning paradigm, these parameters were
determined as the common optimal choices for other baseline approaches as well. However, due to the special
strategy employed by SS-IL regarding the use of exemplars, we conducted additional experiments specifically
for this approach to identify the most suitable hyper-parameters tailored to its requirements. Tables 4 and 5
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Table 5. Summary of experimental results displaying the impact of varying mini batch sizes, learning rates, and weight
decay settings on mean accuracy of model SS-IL.

Exp Index MiniBatch Size Learning Rate Weight Decay ~Mean Accuracy (%)
5 128 1x107° 1x1074 54.58
6 128 1x107% 1x1074 38.81
7 128 1x1073 1x107% 26.67
8 128 1x107° 1%x1073 54.70

summarize the impact of varying mini-batch sizes, learning rates, and weight decay settings on the mean accuracy
for the LwF and SS-IL models. These experiments highlight the sensitivity of these models to different parameter
configurations. Specifically, the LwF model demonstrates relatively stable performance across various settings,
whereas the SS-IL model exhibits a pronounced preference for lower learning rates, underlining its particular
sensitivity to this parameter.

Table 6. Comparison of mean accuracy across different values of lambda for LwF with Exemplar.and iCaRL methods.

LwF with Exemplar iCaRL
Exp Index Lambda Mean Accuracy (%) ExpIndex Lambda Mean Accuracy (%)
9 0.05 59.61 13 0.05 58.68
10 0.1 60.05 14 0.1 58.76
11 0.5 59.10 15 0.5 57.93
12 1 58.48 16 1 58.15

Table 7. Comparison of mean accuracy across different values of lambda for SS-IL and MM-TIML methods.

SS-IL MM-TIML
ExpIndex Lambda® Mean Accuracy (%) | ExpIndex Lambda0 Lambdal Mean Accuracy (%)
17 0.05 55.19 21 0.1 0.1 66.32
18 0.1 55.18 22 0.5 0.1 65.86
19 0.5 55.72 23 0.1 0.5 66.01
20 1 54.58 24 0.5 0.5 65.94

Following the establishment of the three fundamental hyper-parameters, we engaged in further comparative
experiments to fine-tune the parameter A for each approach. A refers to the trade-off weight in knowledge
distillation techniques, impacting how previous knowledge is preserved while learning new information, which
is critical in their respective loss functions. Note that the Fine-tuning and Full Retraining baselines do not include
this parameter; as they do not utilize the knowledge distillation technique. Table 6 and 7 illustrate the impact
of the parameter A on the performance of different approaches. The results indicate that both LwF and iCaRL
maintain relatively stable performance across a range of A values, as shown in Table 6. Furthermore, as depicted
in Table 7, the SS-IL and MM-TIML approaches demonstrate consistent performance across different settings
of A, with SS-IL particularly showing stable outcomes even with significant variations in A. This consistency
demonstrates the robustness of the A parameterization of these models and particularly highlights the adaptability
of SS-IL to different settings of the knowledge distillation parameter, in stark contrast to its sensitivity to the
learning rate.
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To conclude, while subtle changes in parameters resulted in corresponding shifts in performance, the overall
performance of most of our TIML approaches remained relatively stable across different configurations. We
selected the optimal parameter combination for the final experiments conducted on the full dataset to ensure
maximum efficacy. It is important to note that the scope of the empirical experiments conducted was far
more extensive than what is detailed here. Only the most critical experiments that significantly influenced our
understanding and development of the TIML framework are reported in this appendix.

Statistical Analysis

Following the hyper-parameter sensitivity investigation in the previous section, we perform a statistical analysis
of our MM-TIML approach and three key baseline approaches using the same dataset and features under varying
random seed conditions. This analysis uses the optimal hyper-parameter settings determined in the previous
section and evaluates the methods across five different random seeds to ensure robustness and consistency in

performance.

Table 8. Summary of experimental results displaying mean accuracy (%) across different methods and random seeds.

Seed 999  Seed 2023

Methods Seed 0 Seed 42 Seed 123
LwF with Exemplar ~ 59.58 60.05 59.13
iCaRL 57.96 58.76 58.24
SS-IL 55.74 55.72 55.61
MM-TIML 65.88 66.32 65.31

58.85
57.39
55.58
66.12

59.42
58.33
55.94
66.05

Table 9. Mean accuracy (%) and standard deviation across different methods over five random seeds.

Methods Mean Accuracy (%) Std Dev (%)
LwF with Exemplar 59.41 0.46
iCaRL 58.14 0.51
SS-IL 55.72 0.14
MM-TIML 65.94 0.38

Table 10. Paired t-Test results between MM-TIML and baseline methods. The results display the differences per seed, mean
difference, standard deviation of differences, t-statistic, degrees of freedom (df), and p-value.

Comparison Differences per Seed Mean Difference (%) Std Dev (%) t-Statistic df p-Value
MM-TIML vs. LwF-w-E [6.30, 6.27, 6.18, 7.27, 6.63] 6.53 0.45 32.68 4 <0.0001
MM-TIML vs. iCaRL [7.92,7.56, 7.07, 8.73, 7.72] 7.80 0.61 28.69 4 < 0.0001
MM-TIML vs. SS-IL [10.14, 10.60, 9.70, 10.54, 10.11] 10.22 0.37 62.43 4 <0.0001

Table 8 shows the mean accuracy of the four methods for each random seed. The results demonstrate that
MM-TIML consistently outperforms the other approaches across all five seeds. LwF with Exemplar, iCaRL, and
SS-IL, on the other hand, exhibit lower mean accuracies, with SS-IL achieving the lowest values. The variability in
performance across different seeds is relatively small, suggesting stable model behavior. Table 9 summarizes the
overall mean accuracy and standard deviation of the methods across the five random seeds. MM-TIML continues
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to exhibit the highest mean accuracy. The standard deviations are low across all models, indicating that the
methods are relatively stable across different seeds. Table 10 presents the paired t-test results between MM-TIML
and the baseline approaches (LwF with Exemplar, iCaRL, and SS-IL). The mean difference per seed is calculated
along with the standard deviation, t-statistic, degrees of freedom, and p-values.

o The comparison between MM-TIML and LwF with Exemplar shows a mean difference of 6.53% in favor of
MM-TIML, with a t-statistic of 32.68 and a highly significant p-value of less than 0.0001.

e For MM-TIML vs. iCaRL, the mean difference is 7.80%, with a t-statistic of 28.69, again demonstrating a
highly significant result (p-value < 0.0001).

o Finally, MM-TIML vs. SS-IL yields the largest mean difference of 10.22%, with a t-statistic of 62.43 and a
p-value less than 0.0001, strongly indicating that MM-TIML significantly outperforms SS-IL.

The statistical analysis confirms that MM-TIML significantly outperforms the other methods in terms of mean
accuracy across different random seeds. The results are consistent and robust, as indicated by the low standard
deviations and significant t-test results. The performance improvements of MM-TIML over the baseline methods
are statistically significant, reinforcing the effectiveness of our proposed approach.
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