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Abstract

Large Language Models (LLMs) are increasingly used in software
engineering tasks due to their strong performance across diverse
applications. In this paper, we ask a fundamental and novel ques-
tion: To what extent can LLMs replace traditional machine learning
pipelines that rely on labeled data, feature engineering, and retrain-
ing?

Our intuition is that many long-standing approaches in software
engineering can be reimagined through the lens of reasoning rather
than training. Unlike conventional pipelines that learn statistical
patterns from data, LLMs can directly reason about contextual
consistency using their pretrained knowledge. To illustrate this idea,
we revisit a well-known anomaly detection pipeline (CHABADA
for Android apps) and show how its clustering and retraining stages
can be replaced with a simple prompting strategy. The result is a
streamlined, zero-shot workflow that leverages semantic reasoning
without labeled datasets, feature extraction, or retraining.

Our goal is not to propose a new tool, but to highlight a broader
paradigm: LLMs open the door to reinterpreting established ML-
based workflows as reasoning pipelines. This perspective suggests
a path toward lighter-weight, training-free alternatives for many
specialized software engineering tasks.
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1 Introduction

Large Language Models (LLMs) are increasingly being adopted
across a wide range of software engineering tasks, including bug de-
tection and fixing [7, 12, 17, 19], testing [9, 15, 20, 29], vulnerability
detection [14, 25, 32, 34], and other applications [3, 18, 21, 23, 31, 35].

This work is licensed under a Creative Commons Attribution 4.0 International License.
ICSE-NIER °26, Rio de Janeiro, Brazil

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2425-1/26/04

https://doi.org/10.1145/3786582.3786807

41

Jordan Samhi
University of Luxembourg
Luxembourg, Luxembourg

jordan.samhi@uni.lu

Jacques Klein
University of Luxembourg
Luxembourg, Luxembourg

jacques.klein@uni.lu

Their ability to understand and reason over both natural and pro-
gramming languages enables them to bridge gaps traditionally filled
by domain-specific models and heuristics.

As LLM capabilities continue to advance, a key question arises: To
what extent can LLMs replace traditional machine learning pipelines
that rely on labeled data, feature extraction, and retraining? In this
work, we approach this question from a conceptual standpoint: can
workflows once designed around training be reimagined around
reasoning?

It is important to clarify what we mean by “reasoning” in this
context (and within the scope of this paper). While the LLM is, of
course, pretrained, our method does not involve any task-specific
fine-tuning, supervised learning, or labeled examples. Instead, the
model draws on its general contextual knowledge to perform a task,
assessing whether a given behavior is semantically consistent with
its natural language description. This stands in contrast to tradi-
tional pipelines, which construct statistical models over curated
datasets and must be retrained as data evolves.

We ground this exploration in a concrete case study: Android mal-
ware detection. Specifically, we revisit the CHABADA system [13],
which clusters apps by their textual descriptions and applies anom-
aly detection to flag sensitive API usage that deviates from ex-
pected patterns. CHABADA exemplifies the costs of traditional
ML pipelines—large labeled datasets, extensive feature engineer-
ing, and continuous retraining to adapt to the evolving Android
ecosystem. In reimagining CHABADA, we bypass clustering and
anomaly modeling entirely. Instead, we prompt an LLM—without
any fine-tuning—to assess whether an app’s sensitive API usage
is semantically justified given its natural language description. In
effect, the LLM acts as a context-aware semantic auditor, using its
general software knowledge to evaluate behavioral plausibility in a
zero-shot setting.

Our aim is not to propose a production-grade malware detector,
nor to compete directly with state-of-the-art tools. Rather, malware
detection serves here as a representative example of a broader par-
adigm: established ML-based workflows can be reformulated
as reasoning pipelines when powered by LLMs. By showing
how an older system like CHABADA can be simplified through
this perspective, we highlight the potential of LLMs to act as flexi-
ble, training-free alternatives in specialized software engineering
workflows.
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e We introduce the idea of reinterpreting traditional ML-based
pipelines through the lens of LLM reasoning rather than training.

e We demonstrate this perspective via a case study that reimagines
the CHABADA anomaly detection system.

e We discuss the implications of this reasoning-based view for
future software engineering research and practice.

Data Availability. We publicly release all associated resources to
facilitate further research:

https://github.com/Trustworthy-Software/RTWR

2 Approach

Traditional machine learning pipelines for software analysis often
rely on clustering, feature engineering, and anomaly detection. A
representative example is CHABADA [13], which clusters apps
by their textual descriptions and then models expected API usage
within each cluster to flag deviations. While effective, this design
exemplifies the costs of training-based approaches: large labeled
datasets, complex feature extraction, and continuous retraining to
adapt to evolving ecosystems.

In contrast, our approach removes both the clustering and anom-
aly detection stages entirely. Instead, we use an LLM that directly
reasons about the semantic relationship between an app’s descrip-
tion and its sensitive API usage. This reframing allows us to bypass
training and feature engineering, replacing them with a zero-shot
reasoning process.

An overview of our pipeline is shown in Figure 1. It consists of
two main stages, described below.

Android App

SensitiveAPIs(app)
[a1 ao, .... ap)

LLM

J [81, S92, weus Sn]

LLM Risk Scores(app)

LLM
App Summary

Figure 1: Approach Overview.

2.1 Sensitive API Usage Extraction

The first step involves extracting the set of sensitive API calls used
by each app. We use ApkTool [6] and Androguard [5] to identify
sensitive method invocations in each APK file. To ensure compara-
bility with CHABADA, we adopt the same list of sensitive APIs used
in their original study, which is based on the permission-to-method
mapping introduced by Felt et al. [11]. While we acknowledge that
this list may be outdated—and that more recent and comprehensive
mappings exist—our focus in this exploratory work is to investi-
gate whether LLM-based anomaly detection can replace traditional
approaches compared to a known tool, such as CHABADA, in a
controlled setting. Expanding the coverage to more recent map-
pings between APIs and permissions is left for future work. The
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output of this step is a list of sensitive APIs associated with each
app:

[a1,a2,...,an]

where each a; is an AP e.g getLastKnownLocation() used by the
app under analysis.

SensitiveAPIs(app) =

2.2 LLM-Based Anomaly Inference

Unlike CHABADA, which relies on clustering and trains a sepa-
rate anomaly detector per cluster, our method analyzes each app
independently. We use two prompts to guide the LLM in assess-
ing whether each sensitive API g; in [aj, ay, ..., a,] aligns with
the app’s intended functionality. In the first prompt, the LLM is
asked to infer a fine-grained app category and to list the core func-
tionalities based on the app’s developer-provided description. Our
hypothesis is that explicitly extracting this contextual information
enables better downstream reasoning. In Section 3 (see RQ3), we
validate this design choice through an ablation study.

[Prompt 1 Template]
You are an expert in Android app analysis. I will provide you with the
official description of an Android app from its developer. Your task is to
extract and summarize the app’s key elements in a structured format.
Instructions:

» « »

(1) Identify the category of the app (e.g., “Social Media”, “Game”, “Pro-
ductivity”, “Finance”, etc.). Be as specific as possible.
(2) Extract the app’s expected main functionalities (e.g., “Messaging”,

“Task Management”, “Fitness Tracking”).
Return the output in the following format:

e category: <category>
e functionalities: [<f1>, <f2>, ...]

In the second prompt !, we evaluate each extracted sensitive API
a; using the context of the app, i.e., the output of the first prompt
from which the API was extracted. The LLM receives @ the app’s
package name, @ its summarized functionality (i.e., the output from
Prompt 1), and @ the API call under analysis. It is then instructed to
assign a context mismatch score from 1 (fully expected) to 5 (highly
suspicious). The underlying intuition mirrors that of CHABADA:
we expect higher scores when an API call deviates from the app’s
intended behavior (e.g., a calculator app accessing location services)
and lower scores when the usage is semantically aligned with the
app’s purpose (e.g., a navigation app accessing location).

To mitigate LLM variability and potential hallucinations, we run
this prompt five times and average the results to produce a more
stable score. Notably, we observed that the scores are generally
very consistent across runs, with little variation (e.g., no cases like
1,1,1,1,5), showing the LLM produces stable and reliable outputs for
this task. The final output for each app is thus a list of averaged
context mismatch scores for its sensitive API calls:

LLM Risk Scores(app) = [s1,52, - - - Sn]
Here, s; denotes the average risk score for each sensitive API
a; (both vectors have the same length n), with s; € [1.0,5.0]. In
the upcoming Section 3, we will explore how these scores differ
in benign and malicious apps and how they can be leveraged to
perform malware detection. Importantly, this entire analysis is

The prompt template can be found in our repository


https://github.com/Trustworthy-Software/RTWR
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performed without relying on clustering, labeled training data, or
fine-tuning, allowing the method to directly analyze individual apps
in a zero-shot setting. As a result, it can be readily applied to newly
released or previously unseen apps, without requiring retraining
or access to historical data.

3 Case Study: Revisiting CHABADA with LLMs

In this section, we describe the dataset used in our preliminary
experiments and present preliminary results addressing three key
research questions.

Dataset. We initially planned to evaluate our method using the orig-
inal CHABADA dataset, publicly released by the authors [13], but as
it includes only package names and analysis results, the app descrip-
tions were missing. After contacting the authors without success,
we explored retrieving descriptions via AndroZoo metadata [1],
but since metadata collection began in 2020, most CHABADA apps
from 2014 were not covered. Retrieving descriptions directly from
the Google Play Store was only partially successful. We obtained
descriptions for less than 10% of the original dataset, and for only 7
malicious apps, making it unsuitable for a comprehensive evalua-
tion. Additionally, these descriptions reflect the current Play Store
versions and may differ from those originally used by CHABADA,
which again prevents a proper evaluation. As a result, we decided
to construct a new dataset by sampling apps from AndroZoo [1, 4],
which now includes metadata such as app descriptions, making
it well-suited for our setting. For this preliminary study, we ran-
domly selected 1000 benign and 1000 malicious apps from the past
five years (i.e., since AndroZoo metadata collection began). To dis-
tinguish between benign and malicious samples, we followed a
common practice in the literature by leveraging the VirusTotal [33]
scan results provided by AndroZoo [2, 8, 10, 16, 24, 26—28, 30].
Specifically, we considered an app to be @ Benign if its VirusTotal
score is zero—i.e., it was not flagged by any antivirus engines in
VirusTotal; and @ Malicious if its VirusTotal score is greater than
or equal to 10—i.e., it was flagged by at least 10 antivirus engines
in VirusTotal.

Evaluation. With this curated dataset, our evaluation aims to
answer the following research questions:

o RQ1: How significant is the difference in the risk scores reported
by the LLM between benign and malicious apps?

e RQ2: How does our reasoning-based approach compare to the
original CHABADA training-based pipeline?

e RQ3: Does incorporating both category and functionality sum-
maries improve detection performance? What is the impact of
removing this step and using only the app description?

3.1 RQ1: Differences in the risk scores.

In this research question, we evaluate whether the average risk
scores assigned by the LLM, using the procedure described in Sec-
tion 2, can effectively distinguish between benign and malicious
apps. We employ OpenAT’s gpt-4o-mini model [22] via the Ope-
nAI AP, chosen for its favorable trade-off between performance
and cost. Given the exploratory nature of this study, we leave com-
parisons with other LLMs to future work. Figure 2 presents the
distribution of the average LLM-assigned risk score per app (i.e., one
average computed over the entire risk score vector for each app)
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Figure 2: Distribution of LLM average score per app.
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Figure 3: Distribution of LLM average scores grouped.

for both benign and malicious samples. Figure 3 complements this
by showing a stacked bar plot that aggregates scores into discrete
risk intervals.

As shown in Figure 2, benign apps tend to receive lower aver-
age scores, with a peak density around the 2.0 mark. In contrast,
malicious apps exhibit a flatter and more right-skewed distribu-
tion, with notable densities between 3.5 and 4.5. This indicates
that the LLM frequently flags their API usage as abnormal rela-
tive to their descriptions. Notably, there are no benign apps with
an average score greater than 3. Figure 3 reinforces this trend by
categorizing scores into four intervals. All the benign apps fall
into the first two bins, while over 12% of malicious apps receive
scores above 3. These patterns suggest that the LLM is effective
at distinguishing between benign and malicious behavior based
on semantic inconsistencies alone. For instance, among the mali-
cious apps, the game com.stealinggames.run received an average
score of 3.87 and a median of 4.2. Upon inspection, we found it
invoked APIs such as <TelephonyManager .getDeviceId()> and
<LocationManager.getLastKnownLocation()>. These calls are
highly suspicious for a simple game: a high score, e.g., above 3.5,
can indicate a strong likelihood of malicious behavior.

Answer to RQ1: The LLM assigns significantly higher average risk
scores to malicious apps than to benign ones.

3.2 RQ2: Reasoning vs. Training Pipelines

CHABADA flags an entire app as anomalous based on clustering
and anomaly modeling, whereas our method produces per-API
risk scores that must be aggregated. Thus, we require a strategy to
aggregate these scores into a final classification for the app. A naive
heuristic would be to define a threshold for the average risk score
and classify any app above it as malicious. For instance, as shown
in Figure 2, setting a threshold of 3 would correctly identify all
malicious apps without generating false positives (i.e., the precision
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of 100%). However, this would come at the cost of a very low recall,
since many malicious apps have average scores closer to 2.5.

To improve recall while maintaining high precision, we explored
a more nuanced thresholding strategy. Specifically, we used the
following rule: An app is considered malicious if more than
10% of its sensitive APIs have received a score greater than
4. Here, 10% and 4 are two parameters—denoted as X and Y—that
can be tuned. In general, an app could be classified as malicious if
X% of its sensitive APIs have risk scores exceeding Y. We empiri-
cally found that X = 10 and Y = 4 yielded the best results in our
dataset. Given the exploratory nature of this work and the already
promising results, a more thorough analysis of how to optimize
these parameters is left for future work. Using this heuristic, we
computed standard performance metrics such as Precision, Recall,
and F; Score, which are reported in Table 1.

It is important to mention that to provide a baseline for compari-
son, we re-implemented the CHABADA pipeline using a best-effort
strategy, as the authors did not release source code or provide suffi-
cient details (e.g., OC-SVM parameters) to enable full replication.
Our implementation follows everything described in the original
paper to the extent possible, and the performance metrics we ob-
tained, such as the F; score, are aligned with the results reported
in their study (F; score was 0.31 in their original paper).

Table 1: Comparison of performance with CHABADA.

Approach ‘ Precision Recall F;-Score

CHABADA
This Paper

0.37
0.97

0.42
0.84

0.39
0.90

We can observe that our approach significantly outperforms
CHABADA in all three metrics. In particular, it achieves very high
precision (0.97), meaning it produces almost no false positives. Re-
call is also strong (0.84), indicating that the LLM-based approach is
able to detect most of the malicious apps.

Answer to RQ2: A reasoning-based pipeline achieves substantially
higher performance than CHABADA'’s training-based workflow on this
dataset.

3.3 RQ3: Ablation Study

Finally, we investigated how the two-prompt strategy impacts de-
tection performance. In our standard setup, the app description is
first used to generate a high-level category and a summary of its in-
tended functionalities. These are then used to assess the plausibility
of sensitive API usage. To measure the contribution of this interme-
diate step, we repeated the experiments using a simplified version
of PROMPT_TEMPLATE_2, in which the raw app description is
directly provided to the LLM, without asking it to first generate
a category and summary. We recomputed Precision, Recall, and
F1-Score. The results are reported in Table 2.

Removing the summarization step lowers precision from 0.97 to
0.77, while recall remains unchanged, suggesting that the category
and functionality summaries help the LLM better contextualize app
behavior.
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Table 2: Ablation study results.

Approach ‘ Precision Recall F;-Score
This Paper 0.97 0.84 0.90
Ablated Version 0.77 0.84 0.80

Answer to RQ3: The ablation study suggests that the summarization
step enhances classification precision.

4 Future Plans

This study represents an initial step in a larger research agenda. We
plan to expand and deepen the reasoning-vs-training perspective
by pursuing the following directions:
@ Broader Case Studies with Systematic Evaluation. We plan
to extend our experiments beyond Android malware detection to
other software engineering fields where classic ML pipelines have
been widely adopted, such as bug detection, automated testing, and
program repair. The idea is to reinterpret these tasks using LLMs
and compare them against their traditional ML-based versions,
performing rigorous evaluations using diverse datasets with reliable
ground truth. This will help establish whether reasoning pipelines
generalize across software engineering tasks.
0 Developing Guidelines and Principles. We aim to understand
when "reasoning" pipelines should be preferred over traditional
ML training pipelines. This includes identifying the types of tasks
where LLMs are most effective. For example, it would be interesting
to compare pipelines involving natural language artifacts, such as
descriptions and documentation, with pipelines where only code is
present. The goal is to provide actionable guidance to the commu-
nity by clarifying the boundaries and opportunities of reasoning
and LLM capabilities in software engineering tasks.
® Scalability and Cost. We will evaluate the cost and latency of
reasoning-based workflows at scale and investigate optimizations
such as batching, adaptive prompting, and open-source LLMs to
reduce overhead.

Together, these steps will allow us to transform this exploratory
idea into a systematic investigation of how LLMs can reshape soft-
ware engineering workflows by replacing training with reasoning.

5 Conclusions

In this paper, we explored whether LLMs can replace traditional
machine learning pipelines by reasoning directly over contextual
information, rather than relying on labeled data, feature extraction,
and retraining. We introduced the idea of reinterpreting established
ML-based workflows as reasoning pipelines, using Android malware
detection and the CHABADA system as a concrete case study.

Our findings suggest that a simple prompting strategy can stand
in for multiple stages of a traditional pipeline, eliminating the need
for clustering and anomaly modeling while still providing mean-
ingful results. While malware detection is not our end goal, the
case study illustrates how LLMs can act as flexible, training-free
semantic auditors. More broadly, this perspective points toward
a paradigm shift: LLMs enable software engineering research to
revisit long-standing approaches and reimagine them through rea-
soning rather than training.
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