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The University of Luxembourg is a research university 

with a distinctly international , multilingual  and 
interdisciplinary  character.

The Universityôs ambition is to provide the highest  

quality  research  and teaching in its chosen fields and 
to generate a positive scientific, educational, social, 
cultural and societal impact in Luxembourg and the 

Greater Region.

The University of 

Luxembourg

~7000
students

~1000
PhDs 

270
faculty members

56%
international 
students

129
nationalities

Ranked

12th Young University
worldwide and #1 worldwide for its ñinternational 
outlookò in the Times Higher Education (THE) 

World University Rankings 2020

Who we are
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We specialize in
So Researchrewaft
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App 
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Why Android App Analysis is important?
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Almost three- quarters are 
Android- based

More than 6 billion people own 
a smartphone 

We manipulate a lot of sensitive data



Just a fraction of 2024!
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AndroZoo
A repository of Android Apps

22

[MSR 2016] AndroZoo: Collecting Millions of Android Apps for the Research Community



AndroZoo: A Retrospective

AndroZoo is currently the biggest dataset of Android apps, with 24 million entries. 

It was created in 2016 at the University of Luxembourg.

Constantly growing

23
[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future



AndroZoo: A Retrospective

24 million apks, but 8 708 304 apps (average of 2.7 apks for each app) 

24
[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future

App Apk 



AndroZoo: A Retrospective

From November 2021 to November 2023:

365 604 948 download requests from 692 different users 

=> 4 PiB of data sent

25
[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future



AndroZoo: A Retrospective

AndroZoo is currently used by more then 2000 users worldwide.
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AndroZoo: A Glimpse into the Future

We started collecting metadata since 2020, and we are now 
releasing them in AndroZoo together with the apps.

A few examples:

Å Description

Å Number of Downloads

Å Ratings

Å Permissions

Å Upload Date

Å Privacy Policy Link

Å ˌː ÿÀĀĴ ĆġëÙĖĚ ˌː
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What can you do with 

AndroZoo?
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Each Apk is sent to VirusTotal

AndroZoo for Malware Investigation

ˌˌˌˌ
AV1 AV2 AV59 AV60

Report with the 
Antivirus labels
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On 21,570,017 apks from Google Play 
sent to VirusTotal, 

85,782 have been tagged 
by at least 10 Antivirus products

AndroZoo for Malware Investigation



What can you do with 

AndroZoo?

Another Example
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question

AndroZoo for Large Scale Empirical Studies
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ZÙġ˫Ě ĚġÀĖġ Ĳíġë À ĚíÿēúÙ
question

AndroZoo for Large Scale Empirical Studies

Do you know what is inside an 
Android App?
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ZÙġ˫Ě ĚġÀĖġ Ĳíġë À ĚíÿēúÙ ĕĥÙĚġíĆĀ

AndroZoo for Large Scale Empirical Studies

Do you know what is inside an Android App?

Native LibrariesDalvik Bytecode Manifest File Resource FilesCertificate

classes.dex xxx.so xxx.xml cert.rsa jpg, mp3, png
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AndroZoo for Large Scale Empirical Studies

What else?
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We dissected 410 125 apks

AndroZoo for Large Scale Empirical Studies

SANER 2025: Dissecting APKs from Google Play: Trends, Insights and Security Implications

270 million files
661 files on average

Over 15,000 file extensions

How many files?

How many file extensions (.dex,.jpg, .png)?

1000 file types

How many file types?

- Several apks embed 
another apk file

- 10% of apks contain 
compressed files

Other interesting facts
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On the difficulty of Assessing 
Machine - learning - based Android 
Malware Detection Approaches
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Classical ML -based Android malware detection

Background

Building Blocks of Machine Learning-based Android malware detection

[EMSE2021] ˨ ZÙĚĚĆĀĚ úÙÀĖĀġ ĆĀ ĖÙēĖĆÓĥÎíÌíúíġĴ íĀ ÿÀÎëíĀÙ úÙÀĖĀíĀç ÌÀĚÙÓ ÀĀÓĖĆíÓ ÿÀúĲÀĖÙ ÓÙġÙÎġíĆĀ˩41
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Outstanding malware detection score of existing approaches

F1 score = 0.99
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Machine Learning to detect Android Malware: main 
Outcomes

[1] Are Your Training Datasets Yet Relevant? -  An Investigation into the Importance of 
Timeline in Machine Learning- Based Malware Detection

Training 
sample
Testing 
sample

Å+Ù ÎÀĖÙæĥú ÀÌĆĥġ ¢M_8ˍ µÙ ÓĆĀ˫ġ ÷ĀĆĲ ġëÙ
æĥġĥĖÙ ĴÙġˌ
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[1] Are Your Training Datasets Yet Relevant? -  An Investigation into the Importance of 
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sample
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Time
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Å+Ù ÎÀĖÙæĥú ÀÌĆĥġ ¢M_8ˍ µÙ ÓĆĀ˫ġ ÷ĀĆĲ ġëÙ
æĥġĥĖÙ ĴÙġˌ



Å+Ù ÎÀĖÙæĥú ÀÌĆĥġ ¢M_8ˍ µÙ ÓĆĀ˫ġ ÷ĀĆĲ ġëÙ
æĥġĥĖÙ ĴÙġˌ

45

[1] Are Your Training Datasets Yet Relevant? -  An Investigation into the Importance of 
Timeline in Machine Learning- Based Malware Detection

Training 
sample
Testing 
sample

Time

Machine Learning to detect Android Malware: main 
Outcomes



Ten- fold cross validation is not appropriated to 
assess machine learning- based malware 
detectors (paper at EMSE [2])
Å²ÙĖĴ çĆĆÓ ĖÙĚĥúġĚ ˨íĀ ġëÙ úÀÌ˩

Å²ÙĖĴ ēĆĆĖ ĖÙĚĥúġĚ ˨íĀ ġëÙ ĲíúÓ˩
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[EMSE2014] Empirical Assessment of Machine Learning- Based Malware Detectors for Android: 
Measuring the Gap between In- the- Lab and In- the- Wild Validation Scenarios

Machine Learning to detect Android Malware: main 
Outcomes
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App Code Representation
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Classical ML -based Android malware detection

Introduction

Building Blocks of Machine Learning-based Android malware detection

[EMSE2021] ˨ ZÙĚĚĆĀĚ úÙÀĖĀġ ĆĀ ĖÙēĖĆÓĥÎíÌíúíġĴ íĀ ÿÀÎëíĀÙ úÙÀĖĀíĀç ÌÀĚÙÓ ÀĀÓĖĆíÓ ÿÀúĲÀĖÙ ÓÙġÙÎġíĆĀ˩49
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Issues with Robustness: The discriminatory power of DREBINôs features set

Dissection of a state -of -the -art Android malware detector: DREBIN

Findings: 

Á A single feature can offer a surprisingly high detection rate.

Á DREBINôs most relevant features contain id-features.

# of features F1-score

0.981 230 854

1 0.80

DREBIN

Changing the name of 
one activity in the app

DREBIN

Flagged by 8 AV engines

[TOPS2022] ˨ 2ÙÙē 2íıÙ MĀĚíÓÙ 2v8+M`ˊ Ā 8ĳēúĆĖÀġíıÙ ĀÀúĴĚíĚ ÌÙĴĆĀÓ ĀÓĖĆíÓ _ÀúĲÀĖÙ 2ÙġÙÎġíĆĀ zÎĆĖÙĚ˩50



Letôs start simple
DexRay: An app as an Image
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Approach

DL -based features extraction for malware detection: DexRay

Process of image generation from dalvik bytecode. : bytecode bytesô vectorisation; : Mapping bytes to pixels

[MLHat2021] ˨DexRay: A Simple, yet Effective Deep Learning Approach to Android Malware Detection based on Image 
vÙēĖÙĚÙĀġÀġíĆĀ Ćæ +ĴġÙÎĆÓÙ˩
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Effectiveness of DexRay

DL -based features extraction for malware detection: DexRay

Performance of DexRay against SotA malware detection approaches

Findings:

Á DexRay yields performance metrics that are comparable to the state of the art. 

Á Its simplicity has not hindered its performance when compared to similar works presenting 

sophisticated configurations.

Dataset and experimental setup

- 96 994 benign + 61 809 malware = 158 803 apps
- Apps with compilation dates from 2019 and 2020
- Dataset split: 80% training, 10% validation, and 10% test
- Experiments are repeated 10 times

53



A little bit betteré
DexBERT: Class level Representation



DexBERT: Effective, Task- Agnostic and Fine- Grained Representation Learning of Android Bytecode

DexBERT class embedding

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩55



DexBERT: Effective, Task- Agnostic and Fine- Grained Representation Learning of Android Bytecode

Three embedding aggregation methods and fine- tuning of downstream tasks.

(Addition is working the best)

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩56



DexBERT: Effective, Task- Agnostic and Fine- Grained Representation Learning of Android Bytecode

Pre- training on 158 000 apps (556 millions tokens)

Pre- Training

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩57



DexBERT: Evaluation

Performance of Malicious Code 
localization on the MYST Dataset

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩

2000 apps for fine- tuning and 1000 for 
evaluation
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DexBERT: Evaluation

Performance of Malicious Code 
localization on the MYST Dataset

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩

2000 apps for fine- tuning and 1000 for 
evaluation

Performance of Component Type 
Classification

1000 real- world APKs (3406 components). 

75% for training and 25% for testing.
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DexBERT: Evaluation

Performance of Malicious Code 
localization on the MYST Dataset

[TSE2023] ˨DexBERT: Effective, Task- Agnostic and Fine-çĖÀíĀÙÓ vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç Ćæ ĀÓĖĆíÓ +ĴġÙÎĆÓÙ˩

2000 apps for fine- tuning and 1000 for 
evaluation

Performance of App Defect Detection

Performance of Component Type 
Classification

1000 real- world APKs (3406 components). 

75% for training and 25% for testing.

92K smali classes labeled with Checkmarkx

60



Full App -level 

Representation



DetectBERT: Towards Full App- Level Representation Learning to Detect Android Malware

DexBERT for Android 
class embedding +

[NLDB2024]: LaFiCMIL: Rethinking 
Large File Classification from the 
Perspective of Correlated Multiple 

Instance Learning

LaFiCMIL

(Correlated Multiple 
Instance Learning)

DetectBERT

62[ESEM2024] ˨ ¢ĆĲÀĖÓĚ Eĥúú ēē-ZÙıÙú vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç ġĆ 2ÙġÙÎġ ĀÓĖĆíÓ _ÀúĲÀĖÙ˩



DetectBERT: Towards Full App- Level Representation Learning to Detect Android Malware

63[ESEM2024] ˨ ¢ĆĲÀĖÓĚ Eĥúú ēē-ZÙıÙú vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç ġĆ 2ÙġÙÎġ ĀÓĖĆíÓ _ÀúĲÀĖÙ˩



DetectBERT: Evaluation

158 803 apks

(96 994 benign 61 809 malware)

80% training, 10% validation, 10% test

64[ESEM2024] ˨ ¢ĆĲÀĖÓĚ Eĥúú ēē-ZÙıÙú vÙēĖÙĚÙĀġÀġíĆĀ ZÙÀĖĀíĀç ġĆ 2ÙġÙÎġ ĀÓĖĆíÓ _ÀúĲÀĖÙ˩
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Temporal -incremental 
Learning for Android 
Malware Detection

Published at TOSEM in 2024

Presented at FSE 2025 by Tiezhu Sun



Android Malware Learning

Dataset

Data-driven and
automatically learned features

Deep learning model Detection

Classification

Localization
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Malicious Behaviors of Different Malware Families [1]

Android Malware Family Classification

[1] Wang et al. 2022. MalRadar: MalRadar: Demystifying android malware in the new era. Proceedings of the ACM on Measurement and Analysis of Computing Systems 
68



Motivation

Concept Drift

1. The emergence 
of new malware 

families.

2. The shifts in the 
data distribution 
of old families.

Life Span of 20 Malware Families

69



Traditional Solution: Full Retraining

Task 1 Task 2 Task 3

Drawbacks: 
Å Increasing resource demands for training time and data storage.
Å Historical data might be unavailable due to privacy protection policies or 

security concerns.

Bird Dog

Tiger Fish Monkey Sheep
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CIL: Class -Incremental Learning

Bird Dog Tiger Fish Monkey Sheep

1. The emergence of 
new classes.

2. The shifts in the data 
distribution of old classes.

Knowledge 
Retention 

Knowledge 
Retention 

New Bird New Dog New Tiger New Fish
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