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Who we are

The University of
Luxembourg

The University of Luxembourg is a research university
with a distinctly international, multilingual and
interdisciplinary character.

The University’'s ambition is to provide the highest
quality research and teaching in its chosen fields and
to generate a positive scientific, educational, social,
cultural and societal impact in Luxembourg and the
Greater Region.

Ranked
12t Young University

worldwide and #1 worldwide for its “international
outlook” in the Times Higher Education (THE)
World University Rankings 2020

UNIVERSITY OF
LUXEMBOURG

~7000

students

~1000
PhDs

270 56%

faculty members intemational
students

129

nationalities
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Professors

Research Scientist

1.

Research Associates
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TruX People

« Tegawendé F. BISSYANDE (head)
» Jacques KLEIN (co-head)

Jordan SAMHI

Yinghua LI

Tiezhu SUN

Aleksandr PILGUN

Olatunji IYIOLA (Emmanuel)
Navid KHALEDIAN

Tialia MALLOY

R&D Specialists

1.

» Fiona LEVASSEUR

1.

Laura Bernardy

El-Hacen DIALLO

PhD Students

©CoNOar®ON -

Fatou Ndiaye MBODJI (Apr. 2021)
Xunzhu TANG (Oct. 2021)

Damien FRANCOIS (Nov. 2021)
Weiguo PIAN (Jan 2022)

Alioune DIALLO (Feb. 2022)

Christian OUEDRAOGO (Apr. 2022)
Aicha WAR (May 2022)

Yewei SONG (Jun. 2022)

Despoina GIARIMPAMPA (Sep. 2022)

. Marco ALECCI (Oct. 2022)

. Fred PHILIPPY (Mar. 2023)

. Jules WAX (Mar. 2023)

. Moustapha DIOUF (Apr. 2023)

. Micheline MOUMOULA (Oct. 2023)
. Pedro RUIZ JIMENEZ (Nov. 2023)

. Omar EL BACHYR (Feb. 2024)

. Prateek RAJPUT (Mar. 2024)

. Albérick DJIRE (Mar. 2024)

. Maimouna Tamah DIAO (Apr. 2024)
. Maimouna OUATTARA (May 2024)
. Aziz BONKOUNGOU (Jul. 2024)

. Serge Lionel NIKIEMA (Jul. 2024)

. Loic TALEB (Dec, 2024)

. Pawel BORSUKIEWICZ (Dec. 2024)
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We specialize in
Software Research
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TruX
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Software Software
Security Debugging
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TruX
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Software Software
Security Debugging

Software
Analytics
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Analysis




Why Android App Analysis is important?

AR
ARA
alalale

More than 6 billion people own
a smartphone

nbition -
deqlre nnnnnnnnnnnn toraction s
||||||| ream
Slsni‘i%EQSSa:::nftwlsh |r|novqtrasaqolll‘s hunt qoals'
goals

---------------------

punt

Almost three-quarters are

We manipulate a lot of sensitive data

Android-based
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Android’s February 2024 security patches resolve 46 vulnerabilities, including a critical remote code execution bug,




Large Set of Mobile Apps

Malware Detection Mobile App Static Analysis
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Malware Detection Mobile App Static Analysis
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AndroZoo

[MSR 2016] AndroZoo: Collecting Millions of Android Apps for the Research Community

uni.In | SO
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Andro/Zoo: A Retrospective

. AndroZoo is currently the biggest dataset of Android apps, with 24 million entries.
It was created in 2016 at the University of Luxembourg.

10M 30M
P Number of new APKs

—e— Total number of APKs 23.92M |55y

r20M

]\
|

Constantly growing

-10M

Number of new APKs
Total number of APKs

2016 2017 2018 2019 2020 2021 2022 2023
Year

[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future

umi.ln | SnT 23



Andro/Zoo: A Retrospective

d 24 million apks, but 8 708 304 apps (average of 2.7 apks for each app)

App F= Apk

Table 1: Top 10 apps by number of APKs

Package Name #APKs
com.chrome.canary 1986
org.mozilla.fenix 1811
wp.wpbeta 910
dating.app.chat flirt.wgbcv 826
com.blackforestapppaid.blackforest 822
com.brave.browser_nightly 787
com.topwar.gp 728
com.opodo.reisen 688
com.edreams.travel 679
com.styleseat.promobile 675

[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future

Table 2: Lifespan of apps in ANDROZ00O

#Years | #Apps || #Years | #Apps || #Years | #Apps
10 9347 6 37099 2 315206
9 20072 5 84931 1 432 536
8 20171 4 108 962 0 2732016
7 37378 3 186 800

uni.ln | SAT
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Andro/Zoo: A Retrospective

From November 2021 to November 2023:
365 604 948 download requests from 692 different users
=> 4 PiB of data sent

[ MSR 2024]: AndroZoo: A Retrospective with a Glimpse into the Future

uni.ln | SAT 25



Andro/oo: A Retrospective

AndroZoo is currently used by more then 2000 users worldwide.

700 2500
B Number of new users 2158

6001 —e— Total number of users p -

g 2000 !6
1764

g 500 g
> 1500 B
S 200 1500 o
c (]
- o
(o)
= 300 -1000 g
@ c
£ 200 ©
S 500 ©
3 I

100 1 -

6
Number of U 0 0
umber of L/sers 2016 2017 2018 2019 2020 2021 2022 2023

Year
1 100 200 300 400 500
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AndroZoo: A Glimpse into the Future

We started collecting metadata since 2020, and we are now
releasing them in AndroZoo together with the apps.

1000000
A few examples:

Number of apps

* Description 100000
* Number of Downloads 10000
« Ratings 1000
* Permissions 100
 Upload Date o)
* Privacy Policy Link )

° th 5+ | 50+ | 500+ | 5K+ | 50K+ 500K+ 5M+ 50M+ 500M+ 5B+
many O ers ... 1+ 10+ 100+ 1K+ 10K+ 100K+ 1M+ 10M+ 100M+ 1B+ 10B+

Max downloads

umi.ln | SnT
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AndroZoo for Malware Investigation

Each Apk is sent to VirusTotal

Report with the
Antivirus labels

umi.ln | SnT

29



AndroZoo for Malware Investigation

On 21,570,017 apks from Google Play
sent to Viruslotal,
89, /82 have been tagged
by at least 10 Antivirus products

uni.ln | SAT 30



What can you do with

Andro/Zoo?

Another Example
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Andro/Zoo for Large Scale Empirical Studies

Let's start with a simple
guestion
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Andro/Zoo for Large Scale Empirical Studies

Let's start with a simple
guestion

Do you know what is inside an
Android App?

SIT
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Andro/Zoo for Large Scale Empirical Studies

n/

Let's start with a simple question

Do you know what is inside an Android App?

= — g@ %

Dalvik Bytecode Native Libraries  Manifest File Certificate Resource Files
classes.dex XXX.S0 XXX . XMl cert.rsa jpg, mp3, png

umi.ln | SnT
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Andro/Zoo for Large Scale Empirical Studies

What else?
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Andro/Zoo for Large Scale Empirical Studies

We dissected 410 125 apks

How many files? Other interesting facts
{ 2'70 million files ] a I
661 files on average - Several apks embed
another apk file
How many file extensions (.dex,.jpg, .png)? - 10% of apks contain
| | compressed files
Over 15,000 file extensions \_ J
How many file types?
{ 1000 file types ]
SANER 2025: Dissecting APKs from Google Play: Trends, Insights and Security Implications |||||I|| ‘ w

36



Large Set of Mobile Apps

Mobile App Static Analysis
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Malware Detection

Performance Assessment
lssues

App Code Representation

Temporal-Incremental Learning
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Malware Detection

Performance Assessment
lssues

App Code Representation

Temporal-Incremental Learning
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41 Background

Classical ML-based Android malware detection

1; Feature3 Goodware
-Permissions [ ]
-Network addresses *
o |, * ° Machine /
-API calls »
> -Hardware ] « Feat;rel Learning \
components e
?e’bK&e
ope . Malware
Dataset Features Extraction Vector Embedding Classification

Building Blocks of Machine Learning-based Android malware detection

[EMSE2021] “Lessons learnt on reproducibility in machine learning based android malware detection” “l“l“ ‘ w 4l



Outstanding malware detection score of existing approaches

F1 score = 0.99

uni.ln | SAT 12



Machine Learning to detect Android Malware: main
Outcomes

e Be careful about TIME! We don't know the
future yet..

Training
sample

Testin
ASampl%

[1] Are Your Training Datasets Yet Relevant? - An Investigation into the Importance of
Timeline in Machine Learning-Based Malware Detection

uni.In | SO
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Machine Learning to detect Android Malware: main
Outcomes

e Be careful about TIME! We don't know the
future yet..

Training
~ sample

Testin
ASampl%

Time 3

[1] Are Your Training Datasets Yet Relevant? - An Investigation into the Importance of
Timeline in Machine Learning-Based Malware Detection
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Machine Learning to detect Android Malware: main
Outcomes

e Be careful about TIME! We don't know the
future yet..

Training
~ sample

Testin
ASampl%

Time 3

[1] Are Your Training Datasets Yet Relevant? - An Investigation into the Importance of
Timeline in Machine Learning-Based Malware Detection

uni.In | SO
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Machine Learning to detect Android Malware: main
Outcomes

Ten-fold cross validation is not appropriated to
assess machine learning-based malware
detectors (paper at EMSE [2])

* Very good results “in the lab’

* Very poor results “in the wild”

[EMSE2014] Empirical Assessment of Machine Learning-Based Malware Detectors for Android:
Measuring the Gap between In-the-Lab and In-the-Wild Validation Scenarios

uni.ln | SAT
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Malware Detection

Performance Assessment
lssues

App Code Representation

Temporal-Incremental Learning
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49 Introduction

Classical ML-based Android malware detection

1; Feature3 Goodware
-Permissions [ ]
-Network addresses *
o |, * ° Machine /
-API calls »
> -Hardware ] « Feat;rel Learning \
components e
?e’bK&e
ope . Malware
Dataset Features Extraction Vector Embedding Classification

Building Blocks of Machine Learning-based Android malware detection

[EMSE2021] “Lessons learnt on reproducibility in machine learning based android malware detection” “l“l“ ‘ w 49



50 Dissection of a state-of-the-art Android malware detector: DREBIN

Issues with Robustnhess: The discriminatory power of DREBIN'’s features set

Knight Age A Magical Kingdom
'ﬁ' @ - Flagged by 8 AV engines
el & Do
il
1230 854 0.98 |ﬁ| pREEM = l'l
1 0.80
Changing the name of
one activity in the app
- DREBIN ARl
Ll -9
Findings:

= Asingle feature can offer a surprisingly high detection rate.
= DREBIN’s most relevant features contain id-features.

[TOPS2022] "A Deep Dive Inside DREBIN: An Explorative Analysis beyond Android Malware Detection Scores”

umi.ln | SnT
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52 DL-based features extraction for malware detection: DexRay

Approach

o Feature
FHW e Malware
% if X >0.5
>
NEs . "
ﬁ/ Goodware
Dense layers l

Input  Convolution MaxPooling Convolution  MaxPooling Flatten Output

~v ~

Feature Learning Classification

Bgr)flelgcl) e

| T
o

T~

Goodware

. I
BYEedode!

dd
!

Malware

| A 1

l [E% N (0x39 0x63 0x0C O0x9E 0x36 0xD3 0x()4) _e _
I

:

i

Process of image generation from dalvik bytecode. €): bytecode bytes’ vectorisation; @: Mapping bytes to pixels

[IMLHat2021] "DexRay: A Simple, yet Effective Deep Learning Approach to Android Malware Detection based on Imaqs"" I“ ‘ SIT

Representation of Bytecode’

52
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DL-based features extraction for malware detection: DexRay

Effectiveness of DexRay

Performance of DexRay against SotA malware detection approaches

Dataset and experimental setup

- 96 994 benign + 61 809 malware = 158 803 apps

- Apps with compilation dates from 2019 and 2020

- Dataset split: 80% training, 10% validation, and 10% test
- Experiments are repeated 10 times

Accuracy|Precision|Recall|F1-score
DexRay 0.97 0.97 0.95 0.96
Drebin 0.97 0.97 0.94 0.96
R2-D2 0.97 0.96 0.97 0.97
Ding et al.-Model 1 0.94 - 0.93 -
Ding et al.-Model 2 0.95 - 0.94 -
DexRay (Temporally Consistent) 0.97 0.97 0.98 0.98

Findings:

= DexRay yields performance metrics that are comparable to the state of the art.
= |ts simplicity has not hindered its performance when compared to similar works presenting

sophisticated configurations.

uni.ln | SAT
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D@XBERT: Effective, Task-Agnostic and Fine-Grained Representation Learning of Android Bytecode

Gy | S,

gl " Embedding of Embedding
| Instruction Seq

Instruction
Sequence

. Smali
Dalvik Class Instructions

DexBERT class embedding

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode’ "“i I“ ‘ SIT 55



D@XBERT: Effective, Task-Agnostic and Fine-Grained Representation Learning of Android Bytecode

Option 1 Element-wise Addition

Hiddon Embeddings for Instruction (V13 # Vi o+ Vo) W Vage o+ Vo). e Vi gzn# Vet o+ Vi)

Sequences (vectors of size 128)

Vector 1 | Vi1 V2. o0 V428 L) ! Optien 2 Element-wise Average
I . [] —
Vectorz|  Va1Vaz. - Voum | D AVG(V1g, V2 g o Vi) AVO0V 2, Vo o Vn2)s o AV 128, V2,128 - Vi, 126) [ [ ~e
: : _,// *  Option 3 Concatenation & Bi-linear Resizing
: : ) Aggregation’ : .
Vector n f Vo1 ¥nz. o Vnize I : [ Viactor 1 [ Vector2 -...- Vectorn .M— Deep Learning Model

sie 128

Aggregation Methods

Three embedding aggregation methods and fine-tuning of downstream tasks.
(Addition is working the best)

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode’ |"|i I“ ‘ SIT 56



D@XBERT: Effective, Task-Agnostic and Fine-Grained Representation Learning of Android Bytecode

Pre-Training

[CLE] new-instance v1, Ljava/[MASK]/StringBuilder; [SEP] invoke-direct {v1}, Ljigvalang/[MASK]Builder;,-><init=()V [SEP]

1
I Loss 1
Masked Language Predicted ! Predicted GT ,
Smali Class 1 Model ™| Tokens , Tokens Tokens '
BER— " Seq '
o Imstruction UENCE
5 — BERT —= — i
:_{“‘F} Sequence 1 Embadding 1 Kot Sante ' Loss ? i
. [ e i 058 £ T |
: : " Prediction —*|Yee /e . YesiNo| - | O @) Total Loss !
! :
]
Hidden :
Small Inguction ____ pERT ....ien Embedding X Reconstructed GT
Instructions | Smali Class N Saquence Reconstructed ! Embadding =~ | Embeddi -
s — | Encoder— Vector 1 —Decoder — 4 ng
= — Embacding I
s> I
—— I Pre-training

Pre-training on 158 000 apps (556 millions tokens)

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode” "“i I“ ‘ SIT 57



DexBERT: Evaluation

Performance of Malicious Code
localization on the MYST Dataset

Approach F1 Score | Precision | Recall
MKLDroid 0.2488 0.1434 0.9400
smali2vec 0.9916 0.9880 0.9954
DexBERT-m 0.5749 0.4034 1.0000
DexBERT 0.9981 0.9983 0.9979

2000 apps for fine-tuning and 1000 for

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode”

evaluation

uni.In | SO
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DexBERT: Evaluation

Performance of Malicious Code Performance of Component Type
localization on the MYST Dataset Classification
Approach F1 Score | Precision | Recall ngﬂé%d %c;izvjirtzy %e%i:ze Broad;assg;;ceiver Contgnggvider %V_?;%e
MKLDroid 0.2488 0.1434 0.9400 CodeBERT I[i.'SJI'f 0:538] 0:8756 0:8468 0:7943
smali2vec 0.9916 0.9880 0.9954 DexBERT(woPT) | 0.7402 | 0.5850 0.7660 0.8947 0.7465
DexBERT-m 0.5749 0.4034 1.0000 DexBERT 0.9780 0.9117 0.9600 0.9756 0.9563
DexBERT 0.9981 09983 | 0.9979 1000 real-world APKs (3406 components).
2000 apps for fine-tuning and 1000 for 75% for training and 25% for testing.
evaluation

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode’ "lli I“ ‘ ST 59



DexBERT: Evaluation

Performance of Malicious Code
localization on the MYST Dataset

Performance of Component Type

Classification

Appma{:h F1 Score Precision Recall Method Activity | Service | BroadcastReceiver | ContentProvider | Average
: BERT 0.8272 | 0.7642 0.5673 0.9091 0.7669
M mmd 0.2488 0.1434 0.9400 CodeBERT 0917 | 0.5381 0.8756 0.8468 0.7943
smali2vec 0.9916 0.9880 0.9954 DexBERT(woPT) | 0.7402 | 0.5850 0.7660 0.8947 0.7465
DexBERT-m 0.5749 0.4034 1.0000 DexBERT 0.9780 | 0.9117 0.9600 0.9756 0.9563
DexBERT 0.9981 09983 | 0.9979 1000 real-world APKs (3406 components).
2000 apps for fine-tuning and 1000 for 75% for training and 25% for testing.
evaluation
Performance of App Defect Detection
Project AnkiDroid | BankDroid | BoardGame Chess ConnectBot |  Andlytics FBreader K9Mail Wikipedia Yaaic Average | Weighted Average
# of classes 14767 12372 1634 5005 3865 5305 0883 11857 18883 974 Score AUC Score
smali2vec 0.7914 0.7967 0.8887 | 0.8481 0.9516 0.834 0.8932 | 0.7655 | 0.8922 | 0.9371 0.8598 0.8399
DexBERT 0.9572 | 0.9363 0.7691 09125 | 0.8517 09248 | 09378 | 0.8674 | 0.8587 | 0.8764 0.8892 0.9032

92K smali classes labeled with Checkmarkx

[TSE2023] "DexBERT: Effective, Task-Agnostic and Fine-grained Representation Learning of Android Bytecode”

uni.In | SO
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DetectBERT: Towards Full App-Level Representation Learning to Detect Android Malware

DexBERT for Android + | aFICMIL

class embedding (Correlated Multiple

Instance Learning)
[NLDB2024]: LaFiCMIL: Rethinking
Large File Classification from the

Perspective of Correlated Multiple
Instance Learning

DetectBERT

[ESEM2024] “Towards Full App-Level Representation Learning to Detect Android Malware’ ““i I“ ‘ ST 62



DetectBERT: Towards Full App-Level Representation Learning to Detect Android Malware

Process for Generating Embeddings
from a Single Smali Class

wzl) 7f xzn

1
1
1
1
1
1
1
I
1 Ti,cate ®
| : m 00 -0
1
/ = o o ®
{ ] I )
Token 2 R2 1 C\?Lecggrw .
1
; Feature & ‘ @ ‘
o 1 Vector
. 1
. 1
1
1
1
1
1
1
1
1
1
|

e R Randomly Initialized
X; | m
i Learnable Parameters
The j* Tokenized Smali DexBERT FeatureVector
Class z; j in the i" APK X;. f f(@ij) Concatenation
.................................. :
® =
Nystrém Layer : ey
= ]
O - Layer Attention Norm I U
Prediction) <— O <« el «—| Norm Layer e LN) : | |camgary
= " (i.e., LN) i (i.e., NAL) o : Vector
0 I ]
R . , 1 1
Y; LN ( T; category) . : \ ) ! R —
i O T category 1 [ : /
Fully Connected Layer | : i i : Xi
(i.e., MLP) : __________ R:e_s_ld_u_al_ C_:(_)rlrle_Ct_I?n_ __________ : [xi,categorya f(mi,l)7 &8 &y f(mz,n)]

[ESEM2024] “Towards Full App-Level Representation Learning to Detect Android Malware’ "lli I“ ‘



DetectBERT: Evaluation

Table 2: Performance comparison with existing state-of-the- Table 3: Temporal consistency performance comparison with
art approaches. state-of-the-art approaches.
Model Accuracy Precision Recall F1 Score Model Accuracy Precision Recall F1 Score
Drebin 0.97 0.97 0.94 0.96 Drebin 0.96 0.95 0.98 0.97
DexRay 0.97 0.97 0.95 0.96 DexRay 0.97 0.97 0.98 0.98
DetectBERT 0.97 0.98 0.95 0.97 DetectBERT 0.99 0.99 0.99 0.99

158 803 apks
(96 994 benign 61 809 malware)
80% training, 10% validation, 10% test

[ESEM2024] “Towards Full App-Level Representation Learning to Detect Android Malware’

uni.ln | SAT
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Malware Detection

Performance Assessment
lssues

App Code Representation

Temporal-Incremental Learning
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Temporal-incremental
Learning for Android
Malware Detection

Published at TOSEM in 2024

Presented at FSE 2025 by Tiezhu Sun
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DISIRRI Smn

Android Malware Learning

Classification

Data-driven and Deep learning model Detection
Dataset automatically learned features

Localization

i In | SOT 67



Android Malware Family Classification

Malicious Behaviors of Different Malware Families [1]

, Privac Remote  Bank Abusin Privilege  Stealth . Trick Premium
Family Name Stealin}é SMS/CALL Control Stealing Ransom Accessibilgity Escalatigon Downlozd Ads  Miner Behavchr)r Service
RuMMS v N v 3 0 o N
Xavier ) v v )
LIBSKIN v v v v v v
HiddenAd ) ) v
GhostClicker ) v v )
MilkyDoor ) v
EventBot ) vV v v v
GhostCtrl ) vV v O
Lucy v v v v v v
FAKEBANK v v v v v v
FakeSpy v v v v
Joker v v v 5 © J
SpyNote v v v v
solid ) ) v
A I A S y

ST

o
[1]Wang et al. 2022. MalRadar: MalRadar: Demystifying android malware in the new era. Proceedings of the ACM on Measurement and Analysis of Computing Systemll I" . I Il ‘ —_—



Motivation

jiagu
appsgeyser
revmob
startapp
admogo
domob
kuguo
waps
airpush

utchi
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Life Span of 20 Malware Families

Year

Concept Drift

1. The emergence
of new malware
families.

2. The shifts in the
data distribution
of old families.
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Traditional Solution: Full Retraining

Classifier

Fish Monkey  Sheep

Drawbacks:
* Increasing resource demands for training time and data storage.

» Historical data might be unavailable due to privacy protection policies or
security concerns.
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CIL: Class-Incremental Learning

New Bird New Dog New Tiger

New Fish

EWN) e
Task 1
Bird _ Dog Fish Monkey  Sheep
Train Train
N N o
CIL odel i CIL odel K - CIL Model

Retention Retention

1. The emergence of Test Set 1

new classes.

2. The shifts in the data
distribution of old classes.
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TIML: Temporal-Incremental Malware Learning

shifted new
samples of

samples of
old families

new families
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Multimodal TIML
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Dataset

« Size: 1.2 million malware samples, categorized into 696 malware families, sourced from MalNet [1].

« Time Span: Covers a decade of malware evolution, with the “first-seen” timestamp obtained from
AndroZoo [2].

« Organization: Samples are carefully organized in chronological order based on their emergence.

[1] S., Freitas, "MalNet: A Large-Scale Image Database of Malicious Software,” CIKM 2022.
[2] K., Allix, “Androzoo: Collecting millions of android apps for the research community”, MSR 2016.
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Preliminary Study: CIL vs TIML

Table 4.1 Accuracy comparison between adapted TIML approaches and

their original CIL counterparts.

Method Adapte(ll TIML Acg¢uracy CIL Accuracy

LwF
iCaRL
SS-1L

49.68%
58.15%
54.58%

27.99%
23.13%
21.65%

Findings:

TIML methods demonstrate significant accuracy improvements.
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Number of New Families

RQ1: Is concept drift a significant factor affecting malware classification?
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6-Month Period

Distribution of new malware families — per 6-months time steps.

Performance drop curve of models trained on pre-2012 malware
families and evaluated on post-2012 samples from the same families.

Findings:

The two types of concept drift do exist.
Concept drift degrade the performance of malware classifiers. 76




RQ2: How well do TIML approaches perform in malware classification?

Table 4.2 Performance comparison of different approaches based on two
input features: MalNet and MalScan.

Mean Accuracy (%) Average Forgetting

MalNet Feature Approach MalNet MalScan | MalNet MalScan MalScan Feature
Random Prediction 1.72 1.72 - - Caritralit

= [ Fine-tuning * | 51.63 6466 1325  18.59 L

= TwF 52.82 6569 1248  18.09 ADRYRE

= ’ SS-IL 51.73 67.14 8.24 8.73 S

b g iCaRL 53.57 68.57 8.79 8.57
ytecoae LwF with Exemplars  56.28 69.74 8.07 8.13 _

[ Full Retraining * | 63.23 75.08 - : function call graph
[ MM-TIML | 70.53 7.66

Findings:

* TIML approaches achieve competitive performance compared to full retraining.
* The slight gap is due to TIML’s limited access to historical data.
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RQ3: How resilient are TIML approaches to catastrophic forgetting?

Table 4.2 Performance comparison of different approaches based on two
input features: MalNet and MalScan.

Mean Accuracy (%) | Average Forgetting
Approach MalNet MalScan | MalNet MalScan
Random Prediction 1.72 1.72 - -
Fine-tuning * 51.63 64.66 13.25 18.59
LwF 52.82 65.69 12.48 18.09
SS-IL 51.73 67.14 8.24 8.73
iCaRL 53.57 68.57 8.79 8.57
LwF with Exemplars  56.28 69.74 8.07 8.13
Full Retraining * 63.23 75.08 - -
MM-TIML 70.53 7.66

Findings:

e TIML approaches exhibit signs of forgetting.
* MM-TIML demonstrates the strongest retention of previous knowledge.
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RQ4: How effectively do TIML approaches optimize resource utilization?

Training Time Data Storage
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-8 LwF —#- LwF 1 i g
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—4— iCaRL —4— iCaRL | | |
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Step Step

Training time and data storage comparison of different approaches, based on MalNet.

Findings:

* TIML approaches significantly reduce training time and data storage requirements.
* The advantage of TIML becomes more pronounced with increasing model updates.
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Summary

TIML: Temporal-Incremental Malware Learning
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Today: Android Malware & Dynamic Analysis

L[ Ms? { Malicious code localization

Malware Family Characterization

L[ Ms? Code Obfuscation

App Instrumentation

Code Coverage - Logic Bombs

|
|
|
|

|
|
|
|
|

Ground Truth Creation
LLLMs?

ACV Tool
Androl.og
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Large Set of Mobile Apps

Malware Detection

uni.ln | SAT 82




L et's come back to Call Graph

Callback

ICC -Li Lietal. Iccta: Detecting inter-component
privacy leaks in android apps. ICSE 2015.

Reflection
- Li, Li et al., Droidra: Taming reflection to support

- Arzt et al. Flowdroid: Precise context, flow, field, object-sensitive
and lifecycle-aware taint analysis for android apps. PLDI 2014.

uni.ln | SAT

whole-program analysis of android apps. ISSTA 2016.
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Are we missing something?

ICC -Li Lietal. Iccta: Detecting inter-component
privacy leaks in android apps. ICSE 2015.

Contribution 1 N S

\4 ey
: Reflection
_____ J - Li, Li et al., Droidra: Taming reflection to support
Contribution 2 _A whole-program analysis of android apps. ISSTA 2016.
'._‘:: . o
v ; 3 - Arzt et al. Flowdroid: Precise context, flow, field, object-sensitive
R "’ Callback and lifecycle-aware taint analysis for android apps. PLDI 2014.

Contribution 3

uni.ln | SAT

84



"Opportunistic’
discoveries...

Reflection

89



J. Samhi et al., “RAICC: Revealing Atypical ‘
Inter-Component Communication in Android ‘ ‘

apps”, ICSE 2021.

Contribution 1: ‘ ‘ ICC

‘ Reflection
RAICC improves ICC modeling o

It is is already used by collaborators L ‘
It is maintained

Improvable on-demand
RAICC and artifacts are available at: b e Callback

https://github.com/JordanSamhi/RAICC ‘ ‘
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https://github.com/JordanSamhi/RAICC

Sa -
\SeSP)  mou
CRetcall, %eax

vl SOCK ,%ear
. . ICC . 1) movl
Contribution 1: ‘ ‘ _@x&({%esp) movl,
J. Samhi et al., “RAICC: Revealing Atypical ‘ >k stcall listen,ses
Inter-Component Communication in Android ‘ ‘ ‘ % accapeSss

apps”, ICSE 2021.

Contribution 2: ‘ ‘ ‘
J. Samhi et al., “JuCify: A Step Towards Android ‘
Code Unification for Enhanced Static Analysis”, ‘ ‘
ICSE 2022. ‘
. ‘ ‘ Reflection

® We proposed a new approach to unify the
bytecode and native code representations ‘ ‘
® We demonstrated how JuCify is a step

toward code unification
® JuCify and artifacts are available at: , ? -
https://github.com/JordanSamhi/JuCif i
?
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https://github.com/JordanSamhi/JuCify

J. Samhi et al., “RAICC: Revealing Atypical ‘
Inter-Component Communication in Android ‘ ‘

apps”, ICSE 2021.

Contribution 2: ‘ ’ ‘

J. Samhi et al., “JuCify: A Step Towards Android
Code Unification for Enhanced Static Analysis”,

ICSE 2022. ‘
‘ ‘ ‘ Reflection
Contribution 3: ‘ ‘

Contribution 1: ‘ ‘ ICC

J. Samhi et al., “Resolving Conditional Implicit ‘
Calls to Improve Static and Dynamic Analysis in ‘

Android apps”, TOSEM 2025 ‘ ‘

® We proposed a new approach for Conditional

Implicit Calls
® We demonstrated how Archer improves static .
_ Callback
analysis ‘
® We demonstrated how Archer aids dynamic .
analysis
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Contribution 1:
J. Samhi et al., “RAICC: Revealing Atypical

wope CSE 20////
s our call graph
Contribution

) sami et comprehensive/complete now?

Code Unificat
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tion

Contribution

ssnietal (O @re we still missing something?

Calls to Imprc
Android apps

® We propo
Implicit Cz

® Wedemo
analysis

® We demonstrated how Afcher aids dynamic U‘
analysis
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Contribution 1: ICC
J. Samhi et al., “RAICC: Revealing Atypical

wope CSE 2(/”
s our call graph
Contribution

) sami et comprehensive/complete now?

Code Unificat
ICSE 2022.

tion

Contribution

ssnietal (O @re we still missing something?

Calls to Imprc
Android apps

ISSTA24: Call Graph Soundness in Android Static Analysis, Jordan Samhi,

® We propo René Just, Tegawendé F. Bissyandé, Michael D. Ernst, Jacques Klein
Implicit Cz

® Wedemo
analysis

® We demonstrated how Afcher aids dynamic U‘
analysis
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| et's restart from the

beginning
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Two main technigues to analyse a program

2

1

Dynamic Analysis Static Analysis
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Objective

Measure and understand th

unsoundness in Android s

analysis tools

e

evel of

tatic
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How'"?
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Confirm drop-off location

Dynamic Analysis Static Analysis
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Dynamic Analysis

Pick-up

-
Where are you going?
@
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Static Analysis

When possible, we
parametrized the call graph
construction algorithm :

25 configurations

Each app has been processed
by a static analyzer:
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40%
methods missed with the biggest
over-approximation

ISSTA 2024, Call Graph Soundness in Android Static Analysis, Jordan Samhi,
René Just, Tegawendé F. Bissyande, Michael D. Ernst, Jacques Klein
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What is the cause of this unsoundness?
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Using dynamic analysis to improve static analysis

Straightforward idea:

-

Preliminary results:

- Collect the entry point methods via - On 100 apps

dynamic analysis

- By dynamically analyzing the

- Feed these entry point methods to the apps for 5 min each

static analyzer

/

Average # of nodes | Median # of nodes
Without RD 50 626 25 899
With RD 65 534 46 307
+29% +79%

FSE IVR 2025, Do you have 5 min? Improving Call Graph Analysis with Runtime Information, Jordan
Samhi, Marc Miltenberger, Marco Alecci, Steven Arzt, Tegawendé F. Bissyandé, Jacques Klemli |“ ‘ SNT
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AndroZoo for Large Scale Empirical Studies

Let's start with a simple .
question

Procens b Cerar itmg Embeatogs

Noem 2 Srge Smas Clesy

DetectBERT: towards Full App-Level Representation Learn ng to Detect Android Malware

Do you know what is inside an
Android App?
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